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Abstract

Companies are exposed to a wide range of
risks such as be fire, cyber hacks, political vi-
olence and natural catastrophes. As we know
about the increasingly global and complex
landscape in business, The Allianz Risk Ba-
rometer (2021) identifies the top global busi-
ness risks which reflects the potential disrup-
tion and loss scenarios companies are facing
in the wake of the coronavirus pandemic. In
this ranking, Business interruption (41% re-
sponses) and Pandemic outbreak (40%) are
this years top business risks with Cyber in-
cidents (40%) ranking a close third? Hence
business interruption has been recognized as
the top business risks for multiple years in a
row and due to the great importance of this
risk, we purpose to determine the definition
of this risk, the drivers need to be assessed
for managing the risk of business interrup-
tion and explain about the business interrup-

An Introduction to Business Interruption

and its Insurance

=il Bachelor degree, Insurance Management

tion insurance in detail

The risk of business interruption occurs
when a company suffers from a financial
loss as a result of disruption of an operation.
Assessing the business interruption risk ex-
posure is not a new risk which companies
have to struggle to manage it. The process
of assessing this risk exposure includes two
components. financial and operational.

Introduction

The risk of business interruption occurs as a
result of the financial loss a company may
face by the disruption of an operation. All
business owners should be aware of what
financial loss may a company suffers from
business interruption; therefore, they have
to manage and accurately evaluate all pos-
sible causes of business interruption, their
business interruption risk exposures and
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insurance options should be obtained on
time. Indeed, with accurate assessment of
business interruption risk, companies can
obtain adequate insurance cover and avoid
the additional costs of obtaining too much
insurance which reduces profits.

There are many elements that increase the
risk of business interruption but most com-
mon are:

- Fire, explosion (44 percent)
- Natural catastrophes, water damage

(43 percent)
- Supplier failure/lean processes

(33 percent)
- Cyber incidents (29 percent)
- Machinery breakdown (29 percent).

Few more factors cause an occurring busi-
ness interruption in a company:

* Loss of electricity or running water,

* Equipment failure,

* Supply chain disruptions,

* Crime or vandalism.

Every organization at some point may face
- with these risks. The important issue they
have to consider is that how they want to
manage or evaluate these risks and make
strategies to protect their business from the
financial loss that may occur as a result of
.business interruption

Managing the risk of business interruption
is of vital importance, as recent academic

research reveals that it can have a significant
negative impact of up to 40% on company
value and that companies do not recover
quickly from such events.

There are 4 drivers which need to be eval-
uated for measuring business interruption
risk:

1. Business interruption margin:

The business interruption margin or the
contribution margin is the revenue minus
variable costs or fixed costs plus profits. In
this calculation, the variable costs are ex-
cluded because, if the company is unable to
operate, these costs will no longer incur. On
the contrary fixed costs will be still incur-
ring during a period of disrupted operations.

2. Total recovery time or the indemnity
period:

The total recovery time is defined as the to-
tal period that a company’s operations and
financials are affected by the disruption.
Three phases determined for this period:
Pre-recovery phase, Recovery phase, Mar-
ket recovery phase.

3. Interdependencies (internal and external):

A company is consisting of a complex chain
of suppliers and customers. If a loss or fail-
ure occur in one of the components of the




supply chain, Then other components or the
whole supply chain and company would
suffer and disrupt. Consequently, both fi-
nancial losses occur in one’s own premises
and the loss of materials, components, or
services from an external supplier, or loss
of a customer, should be assessed and man-
aged.

4. Outsourcing and other loss mitigating
measures (part of Business Continuity
planning'):

As it seems like the name of this approach,
this method is about companies taking mea-
sures to reduce the extent of financial loss.
There are various measures for this purpose,
which the important ones include stock
piles, redirection of production to backup
(internal or external) production site, in-
creased cost of working to get back into
production earlier than normal.

Business Interruption Insurance
Business interruption insurance or business
Interruption Clause (endorsement) refers to
the coverages of income lost (actual loss of
business income) in the event that business
is terminated due to direct physical loss or
damage resulting from fire or a natural di-
saster. As we mentioned earlier business in-
terruption losses can be caused by so many
factors so that insurance can compensate the
lost income occurring as a result of disaster.
Business interruption insurance premiums
(or at least the additional cost of the rider)
are tax-deductible as ordinary business ex-
penses. This type of policy pays out only
if the cause of the business income loss is
covered in the underlying property/casualty
policy. The amount payable is usually based
on the past financial records of the business.
There are six key concepts that have to be
mentioned to better understand business in-
terruption insurance:

1. Actual Loss Sustained: This concept re-
fers to an actual loss occurring as a result of
physical damage.

1 A business continuity planning is a method for plan-
ning or identifying the mitigate measures (BCP)

2. Business Income: Insurer should pay for

the reduction in net income results from

business interruption, indeed they consider
business income as following:

e Net income that would have been
earned by an insured.

e Normaloperatingexpensesincurred.

3. Period of Restoration: An insurer is re-
sponsible for reimbursement of the financial
loss only during the period of restoration,
which refers to the length of time required
to rebuild, repair, or replace damaged or de-
stroyed property.

Sometimes a 30-day extended period of res-
toration beyond the standard period of res-
toration is determined in the policy which
operate as an additional coverage for in-
sured property since it may take time for the
business to return to pre-loss income levels.

4. Extra Expense: A business interruption
clause in a property policy or added en-
dorsement can provide additional coverag-
es, including for extra expenses.

5. Service Interruption: A Service Interrup-
tion may include within the policy as an
extension which provides business income
coverage arising from direct physical loss,
damage, or destruction to electrical, steam,
gas, water, sewer, telephone, or any other
utility service’s transmission lines and relat-
ed plants, substations, and equipment sup-
plying such services to an insured business.

6. Contingent Business Interruption (CBI):
A CBI extension provides an insured’s busi-
ness income loss as a result of physical loss,
damage, or destruction of property owned
by others including direct “suppliers” of
goods or services.

Business interruption insurance coverage
lasts until the end of the business interrup-
tion period, as determined by the insurance
policy. According to the Insurance Informa-




tion Institute, the standard policy is 30 days,
but using an endorsement can extend it to
360 days. Most business interruption insur-
ance policies define this period as the date
that the covered peril began, until the date
that the damaged property is physically re-
paired and returned to the same condition
that existed prior to the disaster. There may
also be a waiting period of 48 to 72 hours.
Coverages of Business
Insurance

Most business interruption insurance poli-
cies cover the following items:

Interruption

e Profits: Based on prior months’ perfor-
mance, a policy will compensate for
profits that would have been earned had
the event not occurred.

e Fixed costs: These can include operat-
ing expenses and other incurred costs of
doing business.

e Temporary location: Some policies
cover the costs involved with moving
to and operating from a temporary busi-
ness location.

e Commission and training cost: In the
wake of a business interruption event, a
company will often need to replace ma-
chinery and retrain personnel on how to
use the new machinery. Business inter-
ruption insurance may cover these costs.

e Extra expenses: Business interruption

insurance will provide reimbursement
for reasonable expenses (beyond the
fixed costs) that allow the business to
continue operating while the business
gets back on solid footing.

e Civil authority ingress/egress: A busi-
ness interruption event may result in
government-mandated closure of busi-
ness premises that directly cause fi-
nancial loss. Examples include forced
closures because of government-issued
curfews or street closures related to a
covered event.

e Employee wages: Coverage of wages
is essential if a business does not want
to lose employees while shutting down.
This coverage can help a business own-
er make payroll when they cannot op-
erate.

e Taxes: Businesses are still required to
pay taxes, even when disaster hits. Tax
coverage will ensure a business can pay
taxes on time and avoid penalties.

e Loan payments: Loan payments are
often due monthly. Business Inter-
ruption coverage can help a busi-
ness make those payments even
when they are not generating income.

Business interruption insurance is not sold
as a separate policy but is an add-on to an
existing insurance policy.



Exclusions in business interruption in-

surance

According to the most insurer, you will not

be covered for:

e Broken items resulting from a covered
event or loss (such as glass)

e Flood or earthquake damage, which are
covered by a separate policy

e Undocumented income that’s not listed
on your business’ financial records
Utilities
Pandemics, viruses, or communicable
diseases (such as COVID-19)

e Special considerations for business in-
terruption insurance

e Note that the insurer is only obligated
to pay if the insured actually sustained
a loss as a result of the interruption. The
amount that will be recouped by the
business will not exceed the limit stated
in the policy.

Business Interruption Insurance and
Pandemics

In the COVID-19 survey (FERMA? sur-
vey)® with the title of Risk management, re-
covery and resilience, which was carried out
among FERMA’s 22 member associations,
a snapshot of risks managers’ perspectives
in the middle of the pandemic crisis has
been shown. In 2020 Based on the findings
and responses that were received from 314
respondents in 21 countries, only 5% of
them said that insurance covered their com-
pany for business interruption losses that
has been occurred as a result of COVID-19
pandemic. (Marsh McLennan, 2020)

Not surprisingly, what business interrup-
tion insurance does and does not cover has
come under particular scrutiny during the
COVID-19 outbreak and the business shut-
downs and curtailments that resulted. The
answer, unfortunately, is that for the most
part policy holders will not be covered.
“The standard business interruption policy

2 Federation of European Risk Management Associa-
tions

3 It is the first Europe-wide look at risk and insurance
management during COVID-19.

only applies when the business sustains di-
rect physical loss or damage, such as a fire,”
says James Lynch, FCAS MAAA, chief ac-
tuary and senior vice president of research
and education of the Insurance Information
Institute. “Business interruption can also ap-
ply when a nearby business sustains direct
physical loss or damage and a civil authori-
ty like the government closes all businesses
as aresult.”

Conclusion

To manage and establish the business inter-
ruption risk, many factors have to be under-
taken. It is obvious that as long as a company
has taken the crucial measures- like identi-
fying and quantifying the exposures, set-
ting up business continuity plans, creating a
culture of risk awareness- the company can
improve and recover from disruption. An
important way of managing business inter-
ruption risk that we bring up in this paper is
business interruption insurance. This clause
or endorsement can also have a great effect
on mitigating this risk.
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Abstract

Humanity has always lived with the risk of natural catastrophes. They are the result of

natural processes of the earth, most of all, climate change. They can have disastrous impacts
like loss of life or damage property, and typically leave some economic damages. In order
to deal with these risks and avoid much larger impacts in the future, we need to adapt and
manage the risk of natural hazards turning into natural catastrophes by focusing on pre-
paredness, response, and recovery.

Beside that the economic costs of natural catastrophes in the global world have been
increasing in recent decades. According to Swiss Re Institute estimates, these catastrophic
*events led to over USD 175 billion of losses in 2020, which less than half of them — around
USD 76 billion — were insured. exposing people and businesses to a large protection gap. As
Joachim Wenning, the CEO of Munich Re said, widespread insurance coverage helps peo-
ple, companies and entire economies get back on their feet more quickly when a catastrophe
event happens. To do that, insurers need to have in-depth knowledge of natural catastrophe's
risks and the factors that affect them.

At first, we describe the nature of natural catastrophes and their impacts on people s lives,
in addition to that we will take a look at recent disasters happened in Iran and China. Then
we will discuss the ways to manage the risks and adaption. And in the third part we will pur-
pose some recommendations on what may help insurers to have more widespread insurance

coverage.

At the top or not?

We have been threatened by natural disas-
ters all our lives like so many other risks,
but as we go further the likelihood of them
happening and their impacts on our lives in-
creases.

According to Global Risks Perception Sur-
vey 2020 Results, in the next ten years ex-
treme weather, and climate action failure
major geophysical disasters are among the
highest likelihood risks. And among the
highest impact risks of the next decade,
infectious diseases are in the top spot, fol-
lowed by climate action failure and other
environmental risks.

They estimated the likelihood of the indi-

vidual global risk and the impact of each
global risk, in the end, the ranking of ex-
treme weather events, climate action failure,
and major geophysical disasters in terms of
likelihood were respectively first, second,
and 3rd; and in terms of impact were 4th,
first, and 7th.

What is natural catastrophe?

Humanity has always lived under the
threat of natural disasters but as we go fur-
ther the likelihood of them happening and
their impacts on our lives increases. (Figure
1.1)

Natural catastrophes are major adverse
events which can have atmospheric, geo-



logical, and hydrological origins in the form
of earthquakes, floods, draughts, hurricanes,
landslides, etc. (Figure 1.2) [1] These cat-
astrophic events are the result of natural
hazards which the character and severity
of their impact depend not only on the ex-
tremes themselves but also on the level of

the community’s exposure and vulnerabil-
ity. [13] these are low frequently, high im-
pact events which can cause fatalities, inju-
ries, diseases and other physical and mental
health problems, property damage and so-
cial conflicts on a large scale. [2]
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High exposure is because more people
live, build and work in locations most at risk
from floods, storms, wildfires and extreme
weather events. The level of exposure de-
pends on inequalities expressed through lev-
els of wealth and education, disability, and
health status, as well as gender, age, class,
and other social and cultural characteristics.

Disasters hurt the poor, vulnerable and

marginalized groups the most; including
women, children, the elderly, and people with
disabilities. Vulnerability can be the result of
structural inequalities that create and sustain
poverty and constrain access to resourc-
es. It is often concentrated in lower-income
countries or groups, although higher-income
countries or groups can also be vulnerable to
climate extremes.




Poverty is an important driver of vulner-
ability. Because the wealth of the poorest
is typically in the form of housing or other
physical assets that are easily damaged or
destroyed by disasters and these people are
dependent on rain-fed agricultural, pastoral,
forest, and coastal resources for their live-
lihoods. [8] Extreme weather and climate
events can be the result of the impact of cli-
mate change. [13]

In 2018, global CO2 emissions was at
its highest level since 2013, with 2015-
2018 as the hottest years ever. These rising
emissions have intensified the effects of
climate change which is having an imme-
diate, serious impact on the world. [6] Even
0.5°C warmer weather will have great con-
sequences.(IPCC 2018) [7] Therefore in
recent years, extreme weather events hap-
pened more frequently. Particularly hydro-
logical ones such as floods have quadrupled
since 1980. [6]

‘ How does natural catastrophe affect
our lives?

Over the past decade, over 300 natural
disasters occurred each year around the world
affecting millions and cost billions, and they
are increasing worldwide, with more devas-

tating effects than ever before. [1]

Climate change will affect humans and
natural systems in many ways, disrupt-
ing food and water supply, exposing them
to deadly heat, destroying infrastructure,
flooding homes, changing infectious dis-
ease vectors, eroding livelihoods, and de-
creasing economic opportunities, especially
in agriculture, etc. [8]

In the last decade, natural catastrophes
that happened as a result of climate change
had disastrous consequences with lasting
damages which can take years to repair.
Consequences including physical and men-
tal health problems, property damages, re-
source scarcity which can activate social
conflicts, and economic damages causing
losses to businesses, etc. Which the severity
of economic damages depends on the resil-
ience of the community effected. [1][2][3]

Economic disaster losses, including in-
sured, associated with natural disasters are
higher in developed countries. Fatality rates
and economic losses expressed as a pro-
portion of gross domestic product (GDP) is
higher in developing countries. From 1970-
2008, over 95% of natural-disaster-related
deaths occurred in developing countries.
(Figure 2.1)

Sources: “Managing the Risks of Extreme
Events and Disasters to Advance Climate
Change Adaptation”, IPCC (2012).

Natural Catastrophes have had large and
long-lasting impacts on poverty and accord-

ing to the world bank, it threatens to push an
additional 100 million people into extreme
poverty by 2030.

Catastrophes (disasters) can eradicate de-
cades of hard-fought poverty reduction and



development gains in an instant; and sub-
stantially increase the number of people liv-
ing in extreme poverty. Without addressing
this vulnerability hazards can push up to 26
million people into poverty every year, even
without accounting for secondary impacts
such as adverse health effects.

Natural disasters kill on average 60,000 peo-

ple per year and are responsible for 0.1% of
global deaths.

The number of deaths from natural di-
sasters can be highly variable from year-to-
year; In some years with very few deaths
and in some others a large catastrophic
event claims many lives.
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Natural disasters in JULY 2021

During last month, we saw floods and
other catastrophic events happening all
over the world. For example, in Iran we had
Flash flooding, storms and heavy rainfalls.
And in China there were typhoons and flood
happening altogether.

In Iran 8 deaths as a result of Flash Floods
and Storms Affecting 15 Provinces.

Flash flooding, storms and heavy rainfall
have affected 15 provinces of Iran over the
week, causing fatalities, displacements and
emergency rescues. The recent spate of se-
vere weather began on 14 July 2021.

According to Red Crescent reports, until
20 July 2021, 2,578 people were affected,
611 people have been displaced from their
homes and 58 people had to be rescued; 7
people died in floods while 1 person was
killed as a result of lightning strike. More
people were thought to be missing and
search and rescue operations are continuing.
+ [16]

Flooding and Typhoons in China

China is experiencing unprecedent-
ed flooding across the country as multiple
threats unfolded in several locations. The
city of Zhengzhou in Henan province re-
ceived 617.1 mm of rain between July 17
and 20 —nearly equivalent to a typical year’s
worth of rain. The impact was more sub-
stantial because the heaviest rain fell near
the storm’s end after the ground was already
saturated. In China’s Inner Mongolia prov-
ince, two dams collapsed under the weight
of two days of torrential rain. There are two
typhoons happening in China, Typhoon Ce-
mpaka and Typhoon In-Fa, which In-Fa is
classified as a “Very Strong Typhoon”.

In Inner Mongolia, citizens were evac-
uated before the dams collapsed. Officials
report no injuries or deaths, but significant
damage to the area. The same is true about
areas hit by Typhoon Cempaka. There is a
lot of reported damage but no deaths or in-
juries reported as of July 21.

Henan province has been the hardest hit

region. Home to 99 million people, Henan
is one of China’s poorest provinces and
comprises many factories and farmland. As
of July 22, at least 33 people had died, and
eight remain missing.

The floods affected three million peo-
ple. Chinese authorities estimate that the
floods have caused $190 million (1.22 bil-
lion yuan) of economic damage. Given the
extent of the flooding, this is likely a low-
end estimation. Damage from the typhoons
is yet to be determined.

As with all 2020-2021 disasters,
COVID-19 affects relief and recovery ef-
forts, and conversely, the disasters can lead
to an increase in cases and delays in vacci-
nation and testing programs. As of July 22,
COVID-19 cases in the last seven days in-
creased 44%, from 170 to 245. [15]

How can we manage the risk of natural
catastrophes?

Insurance helps residents and business-
es cope with financial difficulties after a
disaster. But in order for these risks to be
insurable in the future, we must now adapt
to climate change and natural hazards with
appropriate measures; because adaptation is
a more cost-effective strategy than a respon-
sive approach. [5]

Disaster risk management (DRM) is the
application of disaster risk reduction policies
and strategies to prevent new disaster risk,
reduce existing disaster risk and manage re-
sidual risk; even though risks cannot fully
be eliminated. For that matter we need to
focus on preparedness, response, and recov-
ery practices, contributing to the strength-
ening of resilience including increasing
human security, well-being, quality of life,
sustainable development, and to protect
ourselves against the impact of natural haz-
ards. [4][8][12] and to do this successfully
and thoroughly, we should take account of
both present day and future climate change
and natural hazard risks from the start. [10]
DRM and adaptation to climate change
focus on reducing exposure and vulnerabil-
ity. For them to be effective, they should be



tailored to local and regional needs and cir-
cumstances. [13] In order to reduce factors
mentions above, we should provide these

1. Poverty reduction
2. Better education and awareness
3. Sustainable development

1. Improved forecasting for warning sys-
tems
2. Reduction of greenhouse gas emissions

1. Asset relocation
2. Weather-proofing assets
3. Early warning systems

High exposure and vulnerability are gen-
erally the outcome of skewed development
processes. Therefore, countries can manage
disaster risk more effectively if they include
considerations of disaster risk in national
development and sector plans. The most
effective strategies offer development ben-
efits in the relatively near term and reduce
vulnerability over the longer term. It can re-
verse the current trend of increasing disaster
impact and reduce its impact on people’s
livelihoods and well-being by around 31%.
[&]

Disaster risk management is essential
in the fight against poverty. The most effi-
cient tools to reach our goals in this matter
are the same tools that are central to pover-
ty reduction. These tools however must be
adapted to account for increasing hazardous
events, changing climate, and other risks.
For example, risk sensitive urbanization and
land-use planning policies create economic
opportunities without putting people unnec-
essarily at risk. Similarly, universal access
to infrastructure and basic services such as
energy, water, and sanitation builds human
capital and lessens exposure to environmen-
tal shocks. Stronger social protection sys-
tems, better managed public finances, and
universal access to education and financial
services are all essential tools people need
not only to manage risks, but also to invest
and innovate. One of the things needed for

Vulnerability

Weather and
R o
‘ RISK

Events

this is investments in this area. [7]

One thing that should be done is pre-
ventive investments in risk reduction and
emergency preparedness. Public invest-
ments, such as early-warning systems, ret-
rofitting of critical infrastructure at risk and
mainstreaming systematic risk assessments
into relevant public investment planning
processes. It can have a positive effect on
both resilience and on reducing poverty and
promoting sustainable economic growth.
The United Nations estimates that more
than two-thirds of the world’s popula-
tion will live in cities by 2050. Population
growth and rapid urbanization increase the
disaster risks. [8]

Rapid urbanization in developing coun-
tries requires substantial and well-planned
infrastructure investments to meet grow-
ing resource demands, enhance economic
growth, and advance social development. It
is also critical to ensure that any infrastruc-
ture built today is resilient to disasters and
climate change, through access to robust
and high-resolution information on risks
and appropriate incentives to increase de-
sign specifications to build resilience.

According to the Bank’s Investing in Ur-
ban Resilience report, by 2030, without sig-
nificant investment into making cities more
resilient, natural disasters may cost cities
worldwide $314 billion each year.




Investing in more resilient infrastructure
can provide a net benefit in low and mid-
dle-income countries of $4.2 trillion, with
$4 in benefit for each $1 invested. Such
investments can improve the quality and
resilience of essential services — such as
transport, or water and electricity supply —
and thereby contribute to more resilient and
prosperous societies.

Investments on NBS can provide a
cost-effective and flexible approach for di-
saster risk and water resource management.

Nature-based solutions (NBS), is an ap-
proach that uses natural systems to provide
critical services, such as wetlands for flood
mitigation or mangroves to reduce the im-
pact of waves, storm surge and coastal ero-
sion. We should promote investments in na-
ture-based solutions that harness the power
of green infrastructure to play a bigger role
in traditional infrastructure planning. This
, effort can generate services at lower total
costs and boost resilience.

Post-disaster recovery and reconstruc-
tion provide an opportunity for reducing
weather -and climate-related disaster risk
and to improve adaptive capacity. One of
the things that should be taken care of is in-
crease in financial capacities. This requires
dedicated DRM plans, expanding insurance
markets for homeowners and public assets;
for example, forecast-based-financing. Be
careful, an emphasis on rapidly rebuilding
houses, reconstructing infrastructure and re-
habilitating livelihoods often leads to recov-
ering in ways that recreate or even increase
existing vulnerabilities.

It is important to have access to informa-
tion about disaster risk that is understand-
able and actionable. We should increase
access to information on disaster risk by
supporting advances in science, technology,
and innovation that can further the under-
standing of disaster risk and help achieve
this goal.

What is the role of insurance in natural
catastrophe risk management?

® Insured
losses

@ Uninsured
losses

The economic costs of natural disasters
in the global world have been on the rise in
recent decades as was mentioned, which is
the result of more and more people living
and working in hazardous areas where there
are infrastructures, capital investment, and
economic activity. [11]

According to Munich Re, since 1980,
there were total losses of 5,200 US$ bn be-
cause of natural disasters which more than
%70 of it was not insured. [11]

Risk sharing and transfer mechanisms
at local, national, regional, and global scales
can increase resilience to climate extremes.
Mechanisms include informal and tradition-
al risk sharing mechanisms, micro-insur-
ance, insurance, reinsurance, and national,
regional, and global risk pools.

Among nonlife insurance, natural disas-
ters, weather, and crop insurance play an
important role in catastrophe risk manage-
ment, especially in low-income economies.
Therefore, there is vast potential for natural
disaster and weather insurance to improve
the performance of these economies. [8]

One problem is that, often only a very
small proportion of the natural catastrophes
is insured. In the early 1980s, only around



a quarter of losses caused by natural disas-
ters were insured, even in highly developed
industrialized countries. As it was said be-
fore even today, less than half of all losses
are covered. Although the insurance gap
has reduced in recent years in developed
countries, there is still a considerable gulf
in developing and emerging countries; the
proportion of insured losses is still well be-
low 10% and often enough almost zero. [11]

A record number of hurricanes, wildfires
and floods exacerbated by climate change
cost the world $210 billion in damage in
2020, according to a report by reinsurance
company Munich Re. The six costliest di-
sasters of 2020 occurred in the U.S, the
worst of which was Hurricane Laura. One
major problem is the lack of insurance cov-
erage for disasters in developing countries.
Overall disaster losses in Asia totaled $67
billion, of which only $3 billion was in-
sured. The single worst disaster last year
was flooding across China from summer
monsoons, which amounted to $17 billion
in damage, of which only 2% was insured.
Cyclone Amphan hit India and Bangladesh
in May, causing $14 billion in damage, very
little of which was insured, the report said.
[14]

More widespread insurance coverage
helps people, companies and entire econo-
mies to get back on their feet more quickly
when a catastrophe event happens. (Joa-
chim Wenning, Munich Re, CEO) [11]

In order to do that, insurers need to have
in-depth knowledge of natural catastrophe’s
risks and the factors that affect them. Like-
wise, research on scientific correlations and
analysis of high-level data are essential el-
ements in assessing trends and risks asso-
ciated with natural hazards. They should
also investigate hazards that are not yet suf-
ficiently mapped in current risk models to
accurately assess the loss potential of natu-
ral hazards and to harness information about
changes at an early stage. These analyses
form the basis of risk models and the range
of natural hazard products that insurers can
offer to their customers, also they allow in-

surers to develop innovative insurance solu-
tions. [11]

Furthermore, if governments can en-
courage the insurance industry to develop
this potential market, it will obviously im-
prove insurance’s share of economic growth
through natural disaster risk management,
especially in low-income economies. [8]
Conclusion

As we go further the risk of natural ca-
tastrophes increases while the climate
change and the exposure and vulnerability
of communities goes up. In order to prevent
fatalities, property and social damages, and
economic losses, we need to manage these
risks; we need to be prepared for them, be
able to respond and recover. To do that we
should focus on strengthening of resilience
including increasing human security, well-
being, quality of life, sustainable develop-
ment. Mainstreaming disaster risk manage-
ment into development planning can reverse
the current trend of rising disaster impact.

Also, for a better respond and being more
prepared, we need information about disas-
ter risk that is understandable and actionable
by having advances in science, technology,
and innovation.

In addition, we can use post-disaster re-
covery and reconstruction as an opportunity
to reduce the risk and to improve adaptive
capacity; When countries rebuild stronger,
faster and more inclusively after disasters,
they can reduce the impact on people’s live-
lihoods and well-being.

Insurance companies can help this pro-
cess by providing more widespread insur-
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ance coverage, using high-level data to as-
sess trends and risks associated with natural
hazards. Using risk models to accurately
assess the loss potential of natural hazards
and to harness information about changes at
an early stage.
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Abstract

The term fire insurance refers to a form of
property insurance that covers damages
and losses caused by fire and explosion.
Most policies come with some form of fire
protection, but homeowners may be able
to purchase additional coverage in case
their property is lost or damaged because
of fire. In this paper we introduce fire in-
surance policy, risk of fire and explosion
risk, risks covered under a fire insurance
contract and the ways to reduce the risk of
explosion and fire risks.

Introduction

Fire can occur when flammable material,
oxygen and sufficient ignition energy are
available. Explosion depends on an atmo-
sphere of a mixture of flammable material
with oxygen. The best approach to pre-
vent fire and explosions is to substitute or
minimize the use of flammable material.
If that is not possible it is important to
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avoid effective sources of ignition.

The effects of accidental fires or explo-
sions can be devastating in terms of lives
lost, injuries, damage to property and the
environment, and to business continuity.
Working with flammable liquids, dusts,
gases and solids is hazardous because of
the risk of fire and explosion.

In this paper, we want to examine the risk
of fire and explosion, the perils and risks
are covered by a fire insurance contract
and the ways to reduce the risk of explo-
sion and fire risks.

According to the International Associa-
tion for the Study of Insurance Econom-
ics the direct cost of fires and explosions
range between 0.07 and 0.26 percent of
the Gross Domestic Product and by exam-
ining Table 1 from National fire protec-
tion association and studying the number
of casualties caused by fire and explosion,
the importance of fire and explosion risk
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management and fire insurance is clearly determined.

Table 1- Deadliest fires or explosions in the world

Rank Event Date Number of deaths
Earthquakes resulted in fires that caused most deaths [1] September 1,
1 Tokyo to Yokohama, Japan 1923 Most of 142,807 total deaths
5 Earthquake resulted in fires that caused most deaths [1] March 21, Most of 107,000 total deaths
Tokyo, Japan 1857
Nuclear power plant chemical explosion led to release of nuclear 31 immediate deaths plus
3 radiation [2] April 26, 1986 7,000-8,000 deaths of exposed
Kiev, U.S.S.R. clean-up workers
Urban conflagration [5]
4A Constantinople (now Istanbul) Turkey 1729 7,000 deaths
Fire [6] September 3,
4B Chiangking, China 1949 7,000 deaths
6 Pesticide plant explosion released d.eadly chemical fumes [3] December 3, 3,849 deaths by chemical fumes
Bhopal, India 1984
Uranium mine explosions [1, 6] November 29,
7 Johanngeorgendstadt, East Germany 1949 3,700 deaths
3 Gunpowder explosion in arsenal [5] 1769 3,000+ deaths

Brescia, Italy

Office buildings collapsed due to fire started when airlines were

9 flown into upper floors [4]
New York, New York, USA

Riverfront conflagration. Reported as separate from #4B, which

10 occurred the next day [5, 6]
Chungking, China

Theater fire [3]

September 11, 2,749 civilian and firefighter

2001 deaths
September 2,
1949 1,700 deaths

11 Canton, China May 3, 1845 1,670 deaths
Munitions ship explosion after collosion with relief ship [3] December 6,

12 Halifax, Nova Scotia, Canada 1917 1,654 deaths
Coal mine explosion [6] February 12,

13 Honkeiko, Manchuria, China 1931 1,549 deaths

14 Steamship explosion April 27, 1865 1,547 deaths

Mississippi River, USA

Literature review

In insurance terms, risk is the chance of
something harmful or unexpected hap-
pening. It denotes a potential negative
impact on an asset or some characteristic
of value that may arise from some present
process or some future event.

This might involve the loss, theft, or dam-
age of valuable property and belongings,
or it may involve someone being injured.

In everyday usage, “risk” is often used
synonymously with “probability” of a
loss or threat.

Humans have always been exposed to
risks. Yet the nature of these risks has
changed profoundly over the course of

human biological and cultural evolution.
Some historians believe that the earliest
concept of managing risk arose because
of gaming. Thousands of years before
Internet users could play online poker,
people in different ancient civilizations
played games with dice and bones. Also,
people played games that evolved into
chess and checkers well over two thou-
sand years ago.

Some historical evidence proving that
gaming gave rise to probability theory,
important to risk management, comes
from writings by Dante and Galileo. The
famous mathematicians, Pascal and Fer-
mat, wrote each other about games of



chance in the 1600s, a correspondence
that is believed to have given rise to mod-
ern probability theory used today.

If one were to consider the role of insur-
ance in risk management, it is still possi-
ble to trace it back to ancient times. For
example, mutual aid and burial societies
have been documented as far back as the
earliest days of ancient Rome. These are
considered the precursors of modern in-
surance companies.

From the testing of the first fire engine
in 1853 to the founding of the National
Fire Protection Association (NFPA) and
beyond, this new infographic details the
history of fire safety and includes import-
ant fire safety methods.

Graphic Products new infographic, “Fire
Safety History,” reveals that 1,389,500
fires were reported in the United States in
2011. These fires resulted in $11.7 billion
in property damage, 17,500 civilian inju-
ries and 3,005 civilian deaths.

The fire risk and explosion risk
Identification of fire and explosion risks
Companies have to conduct risk assess-
ments. A risk assessment is a careful
examination of what, in any institution,
could cause harm to people, so that one
can judge whether there are enough pre-
cautions in place or more is needed to

r——--—_______-
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prevent harm. It involves identifying
the present hazards in any undertaking
(whether arising from work activities or
from other factors e.g., the layout of the
premises) and then evaluating the extent
of the risks involved, taking into account
existing precautions.

Fire risk

A fire hazard can harm workers and the
public not only by causing burns but also
by heat, fire gases, smoke and weakening
structures and it may cause explosions if
explosive atmospheres can develop.

Of foremost importance regarding any
fire and explosion risk assessment, is to
identify related problematic substances
in the company. These could be flamma-
ble liquids, gases, aerosols, solids, dusts,
substances that can develop spontaneous
ignition (e.g., textiles with decomposing
greases and fats), substances that devel-
op flammable gases on contact with water
or other chemicals, explosives, oxidizing
substances (e.g., peroxides). It has also to
be established as to whether there are any
working processes that may release any
of the mentioned substances (e.g., dusts,
mixture of chemicals). For all the iden-
tified substances all relevant parameters,
like flash points, vapor pressure, calorif-
ic value, explosion limits, etc. should be




established. It is also necessary to clari-
fy, who is working with these substanc-
es, in which processes for how long. Not
only the normal work procedures have to
be analyzed but also servicing, test runs,
malfunctioning of machines and plants as
well as unauthorized access. There are ef-
" fective ignition sources like open flames
and high temperatures available or may
they develop during work processes. Such
ignition sources can be:

. Thermal energy: combustion en-
gines, open fire, hot surfaces, welding
sputters, laser

. Electric energy: short circuits,
electric arcs, electromagnetic radiation,
lightning, electrostatic, heat developed by
currents

. Mechanical energy: friction, ul-
trasound, compression, sparks from tools,
grinding

. Chemical energy: spontaneous
heating or igniting, catalytic reactions,
accelerating exothermal reactions

On having gathered and analyzed all rel-
evant information, the risk assessment
team has to evaluate the extent of the
risks involved. A high risk is indicated by
larger amounts of flammable or oxidizing
substances and by a certain probability of
fire outbreak whereby a fast spread of the
fire or big amounts of smoke and heat can

be expected. This may be the case for sec-
tors like: petrochemistry, chemical indus-
try, electroplating, light metal processing,
printing industry, rubber industry, wood
processing, mills and silos, garages, food
industry.

Explosion Risk

If problematic substances exist in the
company, the employer has to establish as
to whether the development of an explo-
sive atmosphere is possible. Such an at-
mosphere is defined as a mixture of oxy-
gen with flammable substances, whereby
this can include not only gases or aerosols
from liquids but also particles from sol-
1d matter. As an example, a cloud of dust
from flour or other biologic material, as
well as from metal fines, can also explode
and cause severe damage.

Risks Covered under a Fire Insurance
contract

Fire insurance policy is basically a con-
t ract between a buyer and an insurer,
w here the insurer guarantees to pay for
the damage or loss caused to the property
of the insured for a particular time period.
The policy is initially bought for a period
of one year and it can be renewed every
year.

Fire insurance safeguards property against



unexpected risks where the value of assets
is analyzed according to their market val-
ue, considering factors like depreciation
and also appreciation in case of inflation.
Fire insurance coverage includes mishaps
caused due to accidental fire, lightning,
im plosion or explosion, etc. And also,
man-made perils such as bursting of water
tanks and pipelines or overflowing, leak-
ages from water sprinkles, and so on.

Th e fire insurance policy covering a
wide array of inclusions thus is renamed
as standard fire and special perils policy
which covers the below-mentioned risks:

. Fire

The policy delivers cover against any
kind of damage caused due to a fire-re-
lated accident; however, it does not cover
for damages or destruction caused to the
property insured by own natural heating,
fermentation, spontaneous combustion.
Also, damages caused to the property due
to drying and heating process cannot be
treated as damage due to the fire. Plus,
the burning of property insured by order
of any Public Authority is taken out from
the cover.

. Lightning

Fire or any other damages caused by light-
ing is covered by the policy. For example,
lighting can cause a fire or other types of
damages like cracks in the roof or build-
ing which fire insurance will cover.

. Explosion or Implosion

The policy covers fire damaged caused

due to explosion or implosion. The pol-
icy, however, does not cover damage or
destruction caused to the boilers, econo-
mizers, or other vessels that release steam
and apparatus or machinery that utilizes
centrifugal force to function. Pressure &
Boiler Plan Insurance Policy will basical-
ly cover these risks.

. Aircraft Damage

Both fire and other damage to the proper-
ty caused directly by aircraft or any aeri-
al device, also damages caused by things
dropped by aircraft are covered in the fire
policy. However, damages due to pres-
sure waves caused by aircraft traveling at
supersonic speed are taken out from the
policy.

Other than the above-mentioned perils
there are many more that fire insurance
policy covers.

Ways to reduce the risk of explosion and
fire

The adoption of any policies and mea-
sures should always be carefully planned
and carried out with consultation of the
workforce and their representatives as a
key component of success. This should
include coordination and communication
between contractor and possible service
company personnel. The general princi-
ple, is that risks should be prevented at
source and that work organization, tasks,
equipment and tools should be adapted to
workers in order to eliminate and reduce
risks. Measures should follow the preven-
tion hierarchy:




Elimination of risks

Substitution, e.g., of dangerous and

flammable substances

3. Collective control measures like
avoidance of effective ignition sourc-
es

4. Individual control like personal pro-
tective equipment

There have to be periodic reviews to

check that measures, policies and proce-

dures remain appropriate and are working

properly. They have to be revised if nec-

essary.

The following shows some possible pre-

ventive measures.

N —

Risks and preventive measures regarding

fire and explosion:

Elimination of risks (Prevent or minimize

the use of flammable substances):

» Introduce technical processes that do
not need problematic substances.

= Replace problematic substances by
unproblematic ones where technically
possible.

= Use only small amounts of hazardous
chemicals and store the bulk of it in a
special safe place.

= Safely dispose of no longer used
chemicals.

= Remove dust regularly by vacuum
cleaners with ex-protection (even one
millimeter layer of flammable dust is
sufficient to form an explosive mix-
ture if dispersed into the air by, for ex-
ample, the pressure wave of a primary
explosion) (ISSA, 2003).

Substitution (Use of non-flammable sub-

stances or equivalent functionality via

technical measures):

= Check for, less problematic substanc-
es or processes e.g., at the Cat Sub or
clean tool databases. Example: brake
cleaning with a hot water washer in-
stead of highly volatile hydro carbons
in aerosol cans.

* Technical measures (Prevent ignition

sources):

= Safe storage of hazardous substances

* Lightning conductor

* Encasing of machines

= Extraction and ventilation systems

= Use of tools and machines that do not
produce sparks

= Regular check-ups of the equipment

Organizational measures (Separate flam-

mable substances and ignition sources):

» Instruction and training.

= Make safety data sheets available.

= (Clearly indicate areas with fire haz-
ards by stipulated signs.

» Permit system that allows only qual-
ified workers access to certain areas
and/or handling of specific chemicals.

» Special written orders describing the
necessary safety measures for highly
risky work (e.g., welding near flam-
mable substances).

= Special training and instructions for
irregular work situations like mainte-
nance, also considering the communi-
cation between production and main-
tenance workers, specifically if they
are from an outside company.

Personal protective equipment:

= Fireproof shields, gloves, overalls

= Conductive shoes

= Fire blankets, showers

* Fire extinguishers, see European
Standard “Classification of fires” EN
2:1992, amendment A1:2004”

Preventive measures regarding explo-
sions:

As noted above, these measures should
first focus on preventing explosive atmo-
spheres, mainly by replacing or reducing
flammable and oxidizing materials. Also,
mixtures with inert gases can sometimes
be applied for dilution. If that is not pos-
sible, the employer has to assign special
clearly marked and cordoned off zones
according to the ATEX directives. “An



international standard, BS EN 60079/10,
explains the basic principles of area clas-
sification for gases and vapors, and its
equivalent for dusts was published in
2002 as BS EN 61241/3”. After assigning
and indicating the zones, the next step is
to ensure that effective ignition sources
are avoided by using specified equipment/
machines for the different zones. Equip-
ment is categorized in 1, 2 or 3 depending
on the zone number where it is intended to
be used (0/20, 1/21, 2/22).

If it is still not possible to effectively pre-
vent the ignition of the explosive atmo-
spheres, the employer has to introduce
constructive measures that limit the ef-
fects of explosions to a harmless level.
These measures can be: explosion-resis-
tant construction, explosion venting (e.g.,
bursting discs), explosion suppression
(rapid injection of extinguishing agents)
or explosion isolation.

All these steps have to be documented,
put into an explosion protection document
and shown to the authorities on demand.

Result

The risk assessment has also to consider
the organization of the company, any in-
dividuals identified as being particularly
at risk and the fire or explosion measures

already in place. It has to be concluded
whether these measures are sufficient or
would need changes or improvements.
The implementation may mean making
changes to the organization and working
procedures, working environment, equip-
ment and products used, training manage-
ment and staff; and improving communi-
cations. The findings have to be recorded.
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: Gases, A place in which an A place in which an A place in which an

1| vapours and explosive atmosphere explosive atmosphere explosive atmosphere

1 mists consisting of a mixture consisting of a mixture consisting of a mixture

I with air of dangerous with air of dangerous with air of dangerous

1 substances in the form of | substances in the formof | substances in the form of
1 gas, vapour or mist is gas, vapour or mist is gas, vapour or mist is not
I present continuously or likely to occur in normal likely to occur in normal
1 for long periods or operation occasionally. operation but, if it does

1 frequently. occur, will persist fora

1 short period only.

1

1

1

1 Zone 20 Zone 21 Zone 22

: Dusts A place in which an Aplace in which an A place in which an

1 explosive atmosphere in explosive atmosphere in explosive atmosphere in
1 the form of a cloud of the form of a cloud of the form of a cloud of

1 combustible dust in air is | combustible dust in air is | combustible dust in air is
1 present continuously, or likely to occur in normal not likely to occurin

1 for long periods or operation occasionally. normal operation but, if it
1 frequently. does occur, will persist

1 for a short period only.
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Climate change impact on the

loss distribution for the insurance sector
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6 Risk Mitigation
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22 Excess of loss (stop loss)
23 CAT Excess of loss




(1]

(2]

3]

[4]

5]

[6]

[7]

8]

[9]

&Lo

THE EFFECTS OF GLOBAL CLIMATE CHANGE ON THE EURO AREA INSURANCE SEC-
TOR ECB, Financial Stability Review, June 2007, Pages 127 130

https://climate-nasa-gov.cdn.ampproject.org/v/s/climate.nasa.gov/resources/global-warm-

ing-vs-climate-change.amp?amp_js_v=a6&amp_ gsa=1&usqp=mq331AQKKAFQArABIIA-
CAW%3D%3D#aoh=16269801838368&csi=1&referrer=https%3A%2F%2Fwww.google.

com&amp_tf=From%20%251%24s&ampshare=https%3A%2F%2Fclimate.nasa.gov%-
2Fresources%2Fglobal-warming-vs-climate-change

https://www.insuranceprofessionalslatam.com/increasing-volatility-of-weather-an-un-

der-rated-risk-nuno-antunes/

Insurability of climate risk ENSAE and ESC Rennes Business School, Universite” Rennes

Faculte” des Sciences Economiques, Geneva Papers, 2008, 33, (91-109)

climate change and insurance Stephen J. Collier, Rebecca Elliott & Turo-Kimmo Leh-
tonen (2021) Climate change and insurance, Economy and Society, 50:2, 158-172, DOI:
10.1080/03085147.2021.1903771

Climate Change and the Insurance Sector Andrew Dlugolecki Earlybank, 17 Craigie Place,
Perth PH2 0BB, U.K.The Geneva Papers, 2008, 33, (71-90) The International Association
for the Study of Insurance Economics 1018-5895/08

Adaptation to Climate Change: Threats and Opportunities for the Insurance Industry. Celine
Herweijera, Nicola Rangerb and Robert E.T. Wardb A PricewaterhouseCoopers LLP, Sus-
tainability and Climate Change Risk Advisory, 1 Embankment Place, The Geneva Papers,
2009, 34, (360-380),The International Association for the Study of Insurance Economics
1018-5895/09

https://www.aon.com/unitedkingdom/insights/weather-volatility-and-chronic-climate-risk.
Isp

Association of British Insurers (2005), “Financial Risks of Climate Change”, June.

[10]Swiss Re Institute (2020). News release nr-20201215-sigma-full-year-2020-pre-liminary-

natcat-loss-estimates

[11]Swiss Re Institute, Sigma study, 2018



S B pado qmwlaw Sy

Jelge 51 552 plgie 4 )15 (0 5T (g5lo (sllall
Qlopw HhL 4 39)9 (gFlywl Gl s (Slol
old (92l Oz > 90 2rhe 2>
9 )9S 93 w (cultural distance) Xiwy
Lo HoiS (political risk) (uoluw Sy
A5 52> lisabl pae ol Livie 93 4
diwlsy ;2> plisebl pac o5 (=l
informal) ew)yuc Joume 43 ((Siyd aliols
13 398350 bgiye (HLjuo yoixS (€nvironment
o)y o ) jSyal b @yl ab didgs ol
O Ljae oiS (formal environment)
9 G2 GIShlopw b Sy pgeds
[2] . ajlope o Jaass slodg,

) b Sy 09040 326 )9
LT baws wlw jas Cayyes aidisS )
<5 39 RS Jolis WLE oS LT 51 59
liylo Sy . 353)S( 50 CaiBgi 1) (52> (sl
OLolasl 355 50 hnye iz |y oliw Sann)
lowdys huwgs a5 juslpdue b dilhuwsgs
plal )8l b g uluws (5o6g)S cilayw ;Lo
Lo Jlellgn ©)lad p Glew bl g oads
a5 (Sl35g,040 ) .)).S(_,.o lieo Jolge (_glo.\):i.ws
Ololdo AiiS( 50 415 @l 395 8l)a (gl(ali b
S (RCun)9)T iS50 )3l @I &5 (e

&Lyl lguid
shivanaserabadi@gmail.com

o

dodao

)9S SO ) (6)135 Loy (glp Lass Slasicl
0 @ Bl s T390 il dgSe 52>
OLISSalops (5)S8 gy @2 b 1l > Jlgws
SIS hloyw ldy Glops b 4 399 >
CASHL 9 Sy 13 0w 9 Saw b 0)lg00
Sl ph= gl jl .cwl 639 olya dyloyw
) eds (gaad SLaisl a5 YeoA Jlw ) (Slog=
low)lxd ()i @b 4y y>xio g AIA)I)E)JL‘SQQ.‘S
Olaieddle i logg)liSaslo (i (b))l 9
WSy 235 9 blisl L ()l SGlopw @
Lol .3iiS(50 JWd |y ()l 80loyw (glocuoyd
(Sl 39u 4 JioddMe 4yl 35 Lo g oSy ()
OR 99wS 1 2y O)lad GiyinS 9 ;3
s)lgan  (Internationalization) (gjls Lol
[1] .cawl 6393 Luwlio (gai;S SO

L @ 39)9 logihinl Jal=xi g 4y
2 (FDI) 29> padine (glos)l3Sanlopms
Caaol Jlalliyn )l )5 a=llae SawllS Equog0
Oho 50y (6 S easalislive po loogg 5l yiasl 2]
G@URDI )3 03yimS job 4 dpdn bjue
ilizo (655 (5ol jl pge ¢yl (yasin
02l Ol 1wl 4i8)S 1) Jal=xd g 4pjxS 390
Transaction) aleleo (aijd (5y9% dwolSayd
Y9 Jgazo (lowgzylz I (Cost Theory
Olaabl pac TCT a1y .l 639y 835wl
o Mgy p a5 (external uncertainty) ;o)




S,y 9 S 3 030 25 (ticyw b Bl
Lo wlslyicl Jio .03)138u0 156 loz juwlw
YW (639290 39105 Cach &S plig )d iz
Qg ) Gl Sz L\ gdiue Syl )
23 Glayeys OVas g gBaialy ghow 4 &
Jiiie ) (62,02 cazio 9 Bjae peld Ly)l
S slelas (Sl 6,5 HgiliSys by g Aiyo
23 .35 LT 399l (glpalid (goudg5ml @ 1)
S 0980 (sluo Sy j9yl (5L )> dzxs
[B].3)1> (g i3 yianS

iSyid (s ol yht 053 9 Cuann )8 )
@ wbw 1381 SO a5 cuwl Jlais! ¢l kolwl
a2 3380 156 3T, 15 g cwnsS 2 (50295 J2B6 ok
@)l adyyei ol )3 hie 8l 4z g Caile 50
LT Hohaio 4 "lgilgs pla3l" &5 g " uoluw ola8l"
ol Sy 232 (5leg0 34y ) g) inids )
[3] .cwlo s olxil Jgao (glg3 5o ;| )5 )
SWeRB) )3 (559 Ol &5 (1S dzl )
dcgazo ol @9EIL T VL Wiiws (Sle>

T o] aleqiges . AS i |y eoluwe Loladl
Al 031 (s ) o)las Jgaz )5 wlelasl

a2 Ao Oholas (1 )0 b G55 35 HisT wde a5 1
20 02 wgs 604 0315 )18 (i8S (695w yuw p PUJASJ?'
(2952 22 (LS WSlio 3)90 (g I

Gole> @ &5 B0l ploye B 3iiSue phles
02l Sz & bz 3jlyue Gmbe
GSihg5) (SLad 9 03l iyl g yixsVeb
42)l> )90l 1259 cuml) .l yiihahol g yicglis
Caiol 3Spe e w355 g waxio WYL Gl
.85 aSOT B o 135020 3)ygastil Lol ¢y
@ Sguiao (U 1S 1 Gl Suay) 3515 (05
2940 83kl () (gl Ailgiaas a5 Cums izo
Cawl 63w l..u.ou J9ID Sy pIho Gyl
Mo y3 Mud Solyw digoj ol > &5 (RESHS
@090 o2 ol Sz Jas 0B (Lol gdge
955wy 9 Sy (RO ks 9 agjens 50
[3] " s Lo @
2 Gl S 0jgpel Adb 4idS oS jghilao
o) buwgi 2)> RIS CauSile i CJB
4.'>)§| 0j9yol .Cuwl 634 yiaS w.)f)l ilyo a4
GLad lel plaSl> g glhols po join Loy
Sy jl Godac Yo Wiwd ) g S
63523 (Sle@yee (9 | dy9diS JS (ol
Ololdo ) lgise g2 yg0 (2l alazjl.3)95000 @8
o) 9)5 «3iiSa0 )3 |y b (5leloyd &S (sloxo
Lol a3 ) lgasyss a5 axio o (ylojl @ilolio g
)93 CWle )3 2By .5)T o)Ll )glue )

S Jgd>

U513 g dils Mz (dlail (gloeyyss wyad JEB (DL gw (o Sis

b (gLdlye>

LM g BdgS (51 (sloSis qawdl)aé

GEb GlogyS)d

Lo Cawno Lw

b (605501 b (plocaslny Giv g by @l dlas 1 dasls)l)s IS

318 Hads

(R (6094) 9 juolydusis ©lile Shud

(98 3,50 g (pliz Gliskss g asls S (glopyyss

L (S9i> (5)lei)
o b

b Lgo},gfdl L L_,SL'> oblws (=0 .)|9,o 9 L§))”| &Lw )9 ul).us_) Slul

g0 (s2az 3lolal Cucl g 004 yuSda S (S b sl

L,.Cl ..'ltsi:..s

Jlgel 9 polusl dule owluw (665551 b (plocigis b ol ags

)93

23 03yiuuS OV skl g (3] (ol (sgize CuSlle LS b cudyw

Gl oS




2945 (S S iz 553 |y 910 0LS . yianSds
V0 ylowy 34idyo> )95 D2 (gl oLS (pal S
)9 O3y O (L3391 )b 18 Lol 3950
h 02125 a2l 3 9 S5 Jizre ) LS yoluw
1931 Gidwe (saiuwgy gaoly . 3350 JS13> 4
S Bl (ylazy 5 plys )3 05 SIS dind SO
Ol 3550 cudadloxe (L 9 5L 9 503 LS b
2523 @l b J5133 9 3236551 (6255l gl oS
2 Lol )9l QU i glodgly ) lals
gl > 43 0)bgs (LS (gLidd idls g0
opdy Slasil g8l )3 .33)S505L sl o
S ghsinl b yoduine b > 45 j9bles
b Sy Copde Bao I S pgedo

[4] .cwl

S5l ianl (21591 los
do)hl 53 Coldy 32iS Cacl o3 (Sl
&S LSl odb Wliagas g )5 5oy
LSI):’ c.))l.))g |o.)§ 39> C)Al by>o )I )"l)9 "\"I9"U
Sl © Sl 395 (Slg> Blaol ) (buw
o5 1 .3l I8 (gyip CusBge )3 LS,
lejél U|9" k.iJ L,-UULWU “—S-‘WU) C)2de ‘L"’LP
330 sl logac (diinss yolo uwluw Sy,
ool $eje= I )5 iblio @) &S d9) vivlg>

(b Sy 220

Ol (saiej )3 |) Gl S ol Lo
o2l 23S g bl puiSise S5)d 395> @8lie o
03B 51 g8 93y @udle> Jac igSe Sy
3¥lee Zobuw 5)3 wluw S, Copie @
91 CU pggdo 95 Liwly ol )3 .cawl 3ado
strategic) <ol yiwl (213381 ()93 ¢ (resilience)
A Jislgs >,k (enablement

91 U

3Ly 1 olwe Sy Copae’ 2ol
5,195 b & BLasH az @uislas a5 sl 639y lizo ¢yl
)9S )3 Hlamdlino g o (ghy Cawl (HSan
P93x0 (slp |y 39> 9 303 &) dswgi Jl> )
02l b .@aiS esbel (T 51 Gabb (glocslms ()5S
UaiSly @ 1) Lo dibgaiae o8B0 opl (Jl>
"Wl g Lo" Lz @69) Q9 635 dgdzxo
w290 Blgie GXIB9> ol 39150 d929 @
&olg=> b Joles |ol_<.i.a> ) blfT.\gbU Chhisl SO
o ol jl balg) 9 394 (e bz 9 ojue
pBlgie Lo dge )3 .35 (PlaS 9 (6)25)3 )l )
S OO plgic @ ] wlue Sw) Copte
313 ab (69T GB 8BS (ol .S Cayyel

092 Epripdlhsil (RUlgS (Hi2 ()91 U




[4] .cuslsyy paolgs 3)lge ¢l 51 SO o

94l9ai)g a1 30
global) ez sdsatyon (L) G2k !
Logas 3 Sy (portfolio assessment
4 PB)L slocyled g log)liShloyw (solad
42190 390 Gl S jl o (L))
1) 94098392 U S5li0 )08 1) Lo ol 9 Swy0
Sl PB b @) &5 @S @aais (glagS
LS, 92985)90 (L))l pawy SIS S
Q Sy Jed 2Rj)l L shes (wlw
Sl gogas )3 (xS praal (5)ige JSib
O A5Ge Jagmd | Sy @il pae b
Sty S5 S b () llac o )
S @i 1) 395> Sy IS alaw @ilgise
05 plmy Sy 020 )> )5 )8 jl 9

[4]. 08 (55:Sol>

Caziol

ol (L1381 (gl 6345wS Vol Capial
3es plp )d 395 I Cudddlowe (gl o oS
Q 3) o Glp (o> Jad &S Glolge (S
b= )3 39290 Olhbs blie )3 b g 1) b
wels Jgol b ©loladl (il .eadd 50 plzul IS
g 50 ol oSy (solad )d 395

OhS2d &S Gl )3 Wigid 3)lg 395,15 9 S
SLprejw )3 1) 395 )5 9 S Lillgie
Q Gupd Glp o)) 9 e M) we
@S (factors of production) sugs (gloesles
oo Algie (i il S sl doje
Glp Db ) Gl Suw)y Copde )> d95>
o3 )15 395 )15 9 cawS (gduoye 4 LS) 39)9
391 Wl cdge Vais| ilo (] 45 dizyo

olkuze )3 1) 395 pailgie 4 @il S|
fisk) Sy JoazS qauiS oo )bl
LS, 51 31 (Jou8 B yob 4 Lo (tolerance
Caunsled @aole> 00 (pl )3 9 39 oleS
(65 2 1B) o i sxisn | (lounyd
@olas 51 LU &S Glol (aiss .35l 1) ol
S il Sojslyiul R18lplys 9 (5)9lel
3930 1288 (sl Sy Copde a5 Cuwl ¢l
&S ol ¢l B Cund O)lws Copde
SLCR3930 9 @gid 590 whbs ag)ile
P> paic 2 @ pxs Jas e ) 39>
[4]. 002528 @y cialys

sokie 4 Ololadl 5l 63y5mS (gaiuws Hlgm
o2 Blead ayyel wbwe Sy Coypde
portfolio) gugas)gy e :Jolis wlolail
sloul (security) casel (management
Sy Jil g (relationship-building) bLs)
@ 395> g 4 bo .39 diolgs (risk transfer)




L 035 laol )9S S ) ojgy (o )liskw |
SSb JUe glgie ) o b @323 plg Lojlus
) Cuoyd pl CSpi lls (ol ) .l (Sl
h Gl Sy b bdye ©hlas jl (5 B 3l
sqw Yo Jlo j)ob 4y 22> Jil 3o plg 4
9 CaBloy lyh8 Gass b akayly )> gy L)
(Egrhol o (SLAS S )3 69y pladl pac
[4]. 02 YS! Gapb ol j1 Wl

Lasuine «Say JUsl cagz 55,503 elaél
il Glasgamn Sy ol azgo @) oS Cawl day
cadbdloo (gl a5 M550 (6)l0)5 |) dol dawn
b Sy b iy Shlnd ol )3 &Sy |
loads (=l)b

ol Sy doy

political risk) wluw Sy (slodan
S Jiwd (glden syl (insurance
waolday )d a5 S wluw whhs" Gidg
Jold ) 3gidied 0313 Yirdgy ()5 Jgase
9 og)liSaulom (sl PRI Giridgy .Nigi 5
dan )ik .l 39290 )l (5)lxd Woleo
5 0392 03555 g (525 Aol &) biyya
031> d=wgi 1) (295 (5)lad (Gogas (y9iSU
&)1 350l dow )L (59 2 Ao (ol Lol .Canel
55585 313 3929 O 4 Camss (5yieS (LT &S
[5] .5)S oy

bl sl
02250 wlél g pgo jleo SO blg) Sl
Cawl b Sy Copdo (gl o3 ai8)S
Cdl)d 1) 929 Sliol VA 93 3590 ¢l )
Ol 9 Gubws Sy Copde )d (Sl
Olel> ol Cawd . oLjwe gelg2 )5 Gipdy
Slefag Caredl I Jol alvg )3 (uolaww )I35)50
wlocdgs Jolis cawl (5Sao ¢yl .l H13)95
Gle 18 gloplojl (5ilgs loglojlw ol
395 @8lin b Iy Lo casitdge a5 2L NGO b
lakly T pusleiy &5 (Sleaind . 351350 )5l
@ alizeo §yb jl Ailg5 (S0 auiS dlowl dliwgd
Ll OleMbl o yig) ¢l 51 (552 .S SaS b
31903 S35 1 Blgiz0 Gk oS0 L kg,
Sl Niedj)l (i )9S S ol (LA
390 53 piL 39 laiie S (JUo job @y .AiS
250 lgise sd ()55 b locunluw yus
Oizead Wl 1350 o Sy Cpade )3 (b
Vga2o o 50l b (625> 333465 j1 Lo s 35lg5 50
b (lo OleVbl @) pudiuns (yiand polwly
[4]. 3> jlasi 0 asd (g3

“S‘“-?.)Jlii.ﬁl
Sy oo e 133105 S Yl
DSy Sy i lS B b a5 Caol (sl
3133050 12803 yalw b Sawny) (5135 S yiibl oy
a0 (613519 « Sy JEDI (gl 055150 51 (550




Fuiryy & Cuanl pgo 4S5 ol @ 4293
wrgale RIS (wbw Suwy) (glodobay
Ongy 1) (655651351 (B g erolie (8
a5 315 3929 (63 (5S> (gLAas x> ;0
T 5o (aloan Sawny) do (gL (12yig2 >
D Rhl> 5p 45 Hebplad . Xid3( 05 iridg |)
SsS 05101 (P8 (Solw 4 olaiicl by g 35ko
O3 a0 dogy @2 )d A O)lud (b))l 9
Lo);o Lol a2 (jinvgy |y (g Olylus cawl
)3 Caaiibgn (ghy Gineudl o dls LSl s
392 ABlgAS uwluw Sy Caypado

[1] K. Adeola, “Building Investor * s Confi-
dence Through Political Risk Insurance In Develop-
ing Markets,” Int. J. Innov. Res. Adv. Stud., vol. 8,

no. 1, 2021.

[2] C. Lopez-Duarte and M. M. Vidal-Suérez,
“External uncertainty and entry mode choice: Cul-
tural distance, political risk and language diversi-
ty,” Int. Bus. Rev., vol. 19, no. 6, pp. 575-588, Dec.
2010, doi: 10.1016/.ibusrev.2010.03.007.

[3] A. Zegart and C. Rice, “managing 21st
century political risk,” Harvard Business Review,
2018. https://hbr.org/2018/05/managing-2 1st-centu-
ry-political-risk.

[4] R. McKellar, A SHORT GUIDE TO PO-
LITICAL RISK. 2010.

[5] K. Hamdani, E. Liebers, and G. Zanjani,
“An Overview of Political Risk Insurance,” Fed.
Reserv. Bank New York, 2005, [Online]. Available:
https://www.bis.org/publ/cgfs22fedny3.pdf.

wlaw Sy ) dobidow (gl yinisgs

SIS Gloyw (gl wbw Sy dow
R@pely prized 9 W00jgy ) plow Eaiiiue
o3l yoeb Jl= )5 glo)hl pBBRSply 4 &S
osliiuwl 35 T (oo 23 (55wl K >
gy asl (ol (glgSuu) [5].camlosss
13094 50 (S 3G A dus ) Vga2o ouwlus
039 J235 Bjus yaadg

(Currency Inconvertibility):

SN GAG gypd by )5 1) )i aen (ikdigy ol
)9b U A5 50 daw )l JWDI locgsgize
Casldyy )d 44y 4 bgyye Cl indgy (Jgase
9 9 oy UISHL b 0345 (gjoyaelip Sgu
i)l sLonsgamo Jubs 4 4id) s jl plew
Ll (bjae cdgd bwgs 6 Jlacl

(Expropriation, and Nationalization):

3 GOU soypo ply )3 1) )liSdem o yinddgy (2l
S (50 Cabdblows 8)dbas iz jl iz Jlacl

L Jlgel JolS (g8)5las & Vgase (yinidgy ¢yl
2yS 50 Bl 0g2g

(J"»L'H” w S & 0'09:3
(political violence):

cbdl=o P95 b 2 olslisel Si> > 5l

Ojﬂgl L}H %) K 4-):“ - .'.9:3 C)g’.l -\-:‘S(_,—‘O
[5]. 394850 39050 "l

0392 J2a8 i jue

s, 3Slopw
2> alliuno




o9l puig2 53 b (poliaisl asolao
.b».&.?dh»xigdagtslb&ug)gg&w“)wﬁxu

Srob e

(Gzwpn) J39zS pole i)l Guoliiyls
sacednaseri1998@gmail.com

L)l e yool
951 daw Copdo i) S
amirhosseinparsa747@gmail.com

o

dodao

rtay (glocuy g Sy oo’ oguay 951 caolilad jlo)lads (1] £ 90 il o 45 ) ghilad
Cerio (glo Jlw jd &5 (glolac 9 ago (slocSuy b dgi g Sy Coppto Coradl] Cuwl iz Jlw

(ST liz b Juado L (clsolias ) (il Cansss 0oy a3y ito 0y T i ) dagy
day e pijgol duwbo oS s 9o o dliol g ()9lei day S orizno Joley) Lo i ro9llio puigs iS5

ahd  09lbio 50 b yidin (oLl o 09Me cdold] )5 jaslod)s iy aolilad Lol j9xo (y9oliss 9]

idloSz0 |y FoFl Jlw o Lydaw (glocSuy crpdago 9 Sy Coppdo o poguazyd o] )b

AD Jo U 0393 Cudgiuno g (uwdigo pio ool
Joleyido g Lol (55w 9395 69,5 @id) AD Juw
2 17 Jlo 13l 51 9 0 Juo LL B pads 5l

Qi (ygled day Jolcyrdo

Uiso) )3 S50 )58 A 518 eSS . ygias >
et it Cedgis g ¢ o dige

9 )5 )5 oo yidiy )d dap 93 o 4l
dige Uid 03)5 )15 &5 (Rl )iy 9>
0393 Coalgiune 9

day o o> JL> g S iy Lo y1is
Oree jl ih))Taiius beSun) plaS oyl

(a0 L Sanny)
@ G bawgi oadd yiliiio GBS 4 4295 b
Sy 05000 )5 9 GamS )3 ddly o (yo HBS
2945 )3 )5 9 caw )3 daly L9> (g Cund
OVl Lo 3,3l 3,805 )8 gy Cass (Ll Lo
dan ) )5 9 S )> 4889 o5 puiunds (55, o3

Glgw 9 Wluasi yoga> 3 (glerio ik

Aaloyds 395 ()2
J> )3 9 ind (s09lbr0 yuig) (ro eMav yo)e b
W o pilgw . 9led (gaam Jolepdo yol>
GSiidgyd 9 (5)siajg L ) 0)15 039y daw dinej
GRdplhn did) S (geaidils &5 (loj aow
ol Mg pole o1y )3 )5 Egyib 392
)9S 133220 g oAb MiaSle aidh) ol @ 3o
0ASOldy dawy Cpde didny YW Jlw sl
po oWl §98 .3 Joib (RhId 9 sLaisl
S 9 ol 398 S pNie> ()2l Copte
@98 @I awshd 939 o8l jl o (5)iS
153 9 392 Galdxxd (yhg) &lg )3 &5 Gl
S 2 )5 dblw )5 9 S Copde oS e
0313 plodl |y dawy (Sidigyd )5 a5 pl jl =
J9sB &S]y day i) g @390 034 Miadle g 039
VE Jlo jl 4zl )3 0392 BIS day daww)gr qo3id
po A Juo jle3db Josino LIS 4w )3 g i)
Ll dan &8g0 ()] daw g Joleydo olyad @
2329 @3S gl ) ()l 4w 5 SO L




N 2995 &8lg )5 Juds 4 bid @ (] (euiS 50
4489 a0l a2ugl (5lo)ouhsS )3 331350 Ladd (g
ol @) Gogids) jl 52 )5 9 v )
GBSy 4) by (oAl dow > yidiny 45
GSLB1 ) 5l g (gigm ST aan )US )3 (5395
3 &S @iS50 )SB (po 33,550 &)l OVIuble
9 Camnd Sy g0 Sy o2l 2 o2
oy o gl idgs Jlgw > i 92
B9 2L 135550 Gl don caiuo (gl 3ol
Sy ool GII )5 9 S 395 (gl
o casivo (gl )31 (9 390 Cgme T
POl > 53 (0 405 @ iS 055 madlei) ol
23 GRS 00 B @ plop loo)lus S,
Bl &3lg> o jl a2y .33p550 )8 Caglel
)8 ©3lg> 039) Jol 4l )3 ol 93 e o
A0 ge)lus 3550 )h8 (VL a) )
e 620 o) kus lgis0 (aulsl Olyuss
4 45 @550 )58 o . kel Skl do (Sl
IS0 Sy Caapado > aiid3S )5 JUio ylgie
Ky) 3Bl se Gl b ansls disls X 31 a5
Of P9 Wio Cawl pSae o5 Jaw o b ¢légh
@ 4295 b oYl (3L )L o Jw 3o )2 0
@ o &5 S ol O (5120 (el Ol
@950 @ulgiso Lo sl Glasl Vb s i
632 Jaw 9 150 )L S Yo 30 )lgz yo a5
(2 A8l e Gl )05 Je Feo i ¢l L
32 Jo sl 3z o Jaw S Cunl pSae
Soais slagl baslyis VI el b ol 903 &,
Lod (glo dad a5 Cand (oulsl elpues Jds @
oS spinie L oVl g 03l )l Ll s |,
WS)5 )oiS )3 9 OUg2 )9S )3 &S hals )
o 3 oSz i 9 (505 s &
daws Jip 3 L gyl > e (18,5 s
3L oyld 3959 b s (sl S35)L g .l
02l LS )3 Sho 18y 015 )9S (suae
2 4 g Gl (sealsl Wlyues 5l Wb il v
GRU glow)lms Slgie Sy, jl G2 oo
s 4 &5 (Hdlg> b 3l Gaalsl wlyuss
9 Olob «Juw wiblie G Caldl Ol

Ja )l 2oy



AL SloSun) 9 33103 @i day HB jué
OVl 295 ()9 3932550 )h8 (34 da 09)S 5
o (Rodon pinlan L logase dan Jyol
AW g Gl s Jlo )3 Lol 9 Syl
Jlo ) caiiibls §8lg5 @238 pl)San oS (gl )l
Cawl (2] 39 50 disS a5 (Gaz VI .l yuusi
S @) oedgs )51 ocSuny) oaici] (gl a5
Lo o2l Wlgise il ow gloesSys (gly
Cole> lgilgs o5 ol by ¢y ail L3S dap )
2B B LS g 35 sl il sly wo> Ghs
22 b Sk dan S Sy oS sl gl oo
RLPSwn) (razxad 313 gy Klod (Slarleyw
Wio b b <)gu0 43 g aS (] S 3185 1)
o2l Blgi 315 L5 s a5 (ple@gdivo CJB )
EP w2l Blr LY S V> A5 Eold (g
2 9 b Soyihh odoy Llgiso Wday
Wyl g )l (bj)l o Syl (lodas
Gl )51 a5 @ls "Syzo S haiid g @yl |y
S B S0 303 O)lnd b dowy CiSyab Mid

i b didw GUaSl o)l o5 ¢l

950U (3205 5 2wy Ol &S aanl (3K00 Wio
o (> 3 0 sl |y 0yl Lo 32950 Sl

A 8345 OlyS 405
b > kid ) plpl )3 Soyiehly sloden
hal (6523 CSyib )3 9 oadd planil gles aay
@ Lid )d Soyiehly sloday sl 833355
b O3lg> g (6)9liS (slodan gl yidin
2355 )18y (limg e ledg> Lo 31> 3929
Oy 1 B 93 9 Syiehly dany 390 )
Cuasuo 00l 51 Soyiel b dap 692> pLaaiio
Colw )3 @ ¢ 634 Joud @b @iS )S8 a5 133)5
(Sl 0315 b9 a5 (liwgs Lol . uwl 3990
S35 (59) Wio |y (ol Lo a5 393 L @0 Lo T
s9liie )9dsS Nz 5> T Wio (92 .23, 03l
Oinled ol ()l s WT 9 15392 Loy
&g > 45 3539 48)S jgo ypel g jl 2,
39ud 505 @) Jolid 9 Cuwnd (55901
3Trigger

Cauwl 8345 (3990 Lo dasy cumiuo 538 42 Lo y155 4
Sl oy o o213 b

65 AA Jw 1xil 53 a5 Sijlus oVl Lo dxiaw
Elas )l il VE g slisl Glasl iy Ju
Y Juo )3T (5o, jl a5 Jaw yjluns> (Sisy b
aoldl g dd Egyiv didwl VY g V5 )|) SLsl glasl
X Vel a5 (5l (b A s 3)lg 93,5 lay
OF 323)5 3)9Tp logs 3ylbio i YFo 4y S35
o &5 (glaaloyw (5i%) Caidls iy &S (55
P2 daw LS @0 1) (T 30)3 o0 )51 (39,
G2 9 ologs jlibie MY (353,550 uSlsy
)@ YPo b 345 dunlie g) ologi 3)libse 14 Ladd
51 Lo y9diS @195 @ilgiize oralplia .olegs lalse
raalBl 1y 1 Al (Sl Sanyy iy
3135 553kl Vol

Pl oy Sy Jaangs 03 plandl iy B3 Gabo
N 3050 Fl S b «)15 g S S 4889» Sy
Jlow Saunz) 0325000 lgic 42 o luolia S 85 51 LT
P &S Cawl (I 0 (] canwl 8340 iSLids Yol)
03 532 8)lgat Saugy (yal ju 4idAS Jlw Cady
S5 anl 8391 le= ) oy uio pgo Sy
ISRy 42 9 Comnrz Sy 3l pogua )3 Ladds
L o2t 9 L3 p3 Tals Sy 2l o ppde gl
IS Lodd y55 5 9 9450 ), j9h2 Suany) 32
SPwwlio W lpl bbb 4 4295 b gog)

)05
Q)5 9 S )> 4iSg S &S ol 2 S
Saednl Juds 4 b Saesily JUie gylgic 4y Juls
wowae (b loSuw) 2 Ygol Loy )
190 Aoy Sl (loy)3 )3 Lo 9 39 5
il s (53)S doy JB (g3l (g loSuny) 45
4 ot (5)Saan Joeo! 55 jl angSie 12T )
GRSy aSly s 035 4 JB oyl
dap 1) (§3Lh sl 45 35135 (gladMe don
Miaan Gl ST oepl a5 cpl Hbls 4 aus
Al (52 53 Algise (uSiuw s o)l
9 72494009)5 93 &y |y Lo Saany a3 9 1idbly

1 Business interruption
2Fundamental risks




2 S 503l iS50 )58 by (ol b
)9S dudy g (ya2> &S (Fuudg (y2l b 39ab yidinss

(394wl 555 5 3313 9 3555 0 ey
Cand L ) odols daw (5w SO (g . diw)d
aS (925 4 .Denial Of Access puwl 4
D330l AiiSg)8 |y lodol daw ¢yl a5 (oS

lodd 43 Lo 039 T2l o8 juf (Slad> 0 ) Leid )8
235503 )58 g0 l i @LI0 )l
023 )3 il . 3891 WS (Gjaz e S &S
281 L3 g5 labes Sy Wio oS ikl
32950 Ladd ) &5 303 &) (Sl b (gigm T
021 )3 385 5 1) pUphgiuw) 3o)l8 @ j9pl
loeSyib 9 phliSaay o 9 (s> g0
Cawl 4185 GualSSl gy Jlie (lgic 4 a5 daw
o3l e ) (Uil)gin) 3135 65l Ledd &5
Denial g8l )> ¢yl 9 345 5L slo S W0 @
13)S 50 lesl )13 dawn ¢ cuwl Of Access
02l 35510 ) O)lws 4o 1L S, a5
" Gl pols b ) &S oSyl (A bl

le.))g LU VYT VIRCATY) ob).i.') Litiw] a5 L,JI.Q,JT
3393 Oyl

4Lock down

2 Sopiehl (Slden oS iS50 )58 o olple
021 3929 b g vidp §lasl a5 )l > Leblg )l
Lol o (533,015 (5859> S0 0 Saedihy oS
Logiase 4 33,5505 > )3 (33,515 (godac
D3y iz I yin 9 (Sl (st

omiz Rl ok A Juwe Jieo b

P 1 (5) 2990 9 Uyle (SLSyib (a3l (gl
U8 B S &5 aisg) 63)5 (;ohb ) Jpame S
Biid (555 o @ Giyle Sy oo JLu 53 LgyS
Lo 53 (i .39 di>g)8 dols dawy oyl jl 332
9 13395 S (risanl (> @155 polg 0 0
S i (iS5 )58 392 (RS o Jpazo o
day Sy 9 33392 83)5 ) )5 Gl LSSl Sy
) -E9090 (sl a4 33393 435 o>

&S logiate 905 Gl Sawyy Jpazo 0l
3135 3929 Cuslio g Wie a5 (sl > Lo
L WA U )51 udbgyi |y dolicas ol Juloin
e )15 g aawsS ) adbg day oS pidS 50 Y
I (_,:>5\bol




G )5 9 cuwS 1)l 3929 (gulw
Yy &5 Gz o Jlo )0 4 &S > o jl SazeS
US13)y 9 Ca8b)d b 9a 50 (SigyiSl (LA
3l (ol oSy, Blgize 38350 el
(68 2L ile latusy U g wlelbl So U
M ol glocSun) gaiws )3 il wo
olws 935 G «Siuiud Wie U )50
ol 351 Lol a5 (oS L 9 ¢k)yide
Ol B9 225152 )h8 (sl (i )3 ao
Ao (LS a5 (Rl Juld 4 Jgl 394505 4o
B35 )19 0592 (a3 9 MB35 T 4 &8lg )5
028 Wio taiidl s 3929 @ LoLEs a5 ¢l 09> g
RS (gh (6323 > (GLoWS VI S
@ .l 035,55 plg Wo luiel (yaaudi uiz |
PSSl 45 S @llel 35,0 )51 JUe ploie
Lo dobcilasd 35yS 50 OWugus SOUL jI a5
s> slopbaen puzad )5 gl @aSo
Gl Suw) (shy Gy Wise ho Syl
Lo Wi a5 Cawl didbslas 399 Lols ey puo

iS50 do Ladd LT o)l5 ]y S (aara

AhIs gy |y Egb9e (al 45 (eI 3)90 )
@@ aid)liS a5 @3l plool Silellas ao Lo 395
) 4889 (yaad (RS, A2 45 Cund 39290
oy 5 Saosl Yo Juls @21y 9 oS
lesly (yiadisgy
Fsralw ©3lg= jl bl gl o)l Jlguw
4 Folo Jlo Sy 0123000 jl oJop 4y 93 L
2 030 9 loliad)ls JB5 5l pgo Suu) (yaoguw
e jd law HB5 .l 03w JA L3> aaw
addS Jw 3 o Caadl GidlS 9 S ¢yl
?&un..gb
Aiwmd (ploSuwy) olad i gl o HBs
W80 JhS Jol Sy aw 95 lao )d &S
9 S ) d4adg (Jio caw)d Lol .lpl yd (i
(a2 4255 39505 daw lpl )3 @ (5l
2 Wio a5 AiS (50 pMel dow gloesSyin locadg
b oSy lp 4w S =>hb J>
Cawl 8390 dan (hal )d 89 Zad (Jg prime
e b sruw Sy )5 9 s g
&9 (s @0 gl 6j92 331350y libdgS
oS ) (segiio (lus (glodol daw g Cawl
5Cyber risks




35185l 50 oly 1) )5 S)an ¢l &S g (ol )l
R0 day Elpu

e lhulio Cantd JSib ¢yl (ylpal p3y0 Kitoyd

b 30 il (5S295 1u0y> Sy L lasly M &
(9 B85 () gud dan ()9 &5 e Lo
azolz )3 iaS b oy S ) Wi Sioyd ¢l
Wlg>o0 358 WS oy Wie .35 3929 b
Sodaw dad a5 3,550 (el § 3jlw ylaislw
L3S )dbo 89y g jl S oo sl ) )Y
2 polg>50 mind plaisle (wdige cpo Wi
1> 3929 )5 (68592 )3 o (Sl iulghune
Cawl (pRa0 9 pilwzo (y9iST &S (Hlaislw (i
381 el L @iS daw 1) S Cumiis ;505 Jw 63

Jls @iz 3 &5 (RS (125040 Loid HBs i
QS o Gl 1) Lid g ¢yl dasy cusivo 0 301

TAiiadd (D> Suanyy d>
el Oyl Sy p)iege O LS )k 4
ouslasle ) b doy locSw a5 Cwl
Ol o 5945 53 Loguaie 135,50 ,55 53 1 Lokl
0o Oigad ol (a8l Olyuds o ¢y
#9129 Uiz jl)9eB9 (s lew Egaid B LS
il o Sunyy puiz ol 5l &S @350 Jliisl )
S )b RLSWY) E® Egoge (il .Euib
593 .y Aolgs daw (slocsSyis (gl (il

canl (lojls Sy yisinss Lonigh 5 9o il
42 Olojlw S Copde 321 o Jlie gl
P S a2 b 9 315 ) piny (Rledlle

g dzlge Cawl
3 daw CaSydh 45 AL daw Sy 395 ST diuw
30 (Sl a5 (12l Sy . AS 0,5 L gd &lg
G M550 Jei8 ) )55 g S sl 9
Glojlw Sy Copide 45 31> 3929 (Slojlw
Ao Sy SO W ) (o) b 3o > 0 ploul

Sy 53 42 35 (505 )58 E94590 (p2l 42 4295 b
Sy o B ()l daws cuasivo 33 WS b Lasb

Sasly
S|k bgyyo @@ & LoES g ddye 351350
Gl Ao CSHD @bl Bl 3929 (LSS
£ Gl b 2l 2hb S¥game S 3)1i50a
A ploul dewgd g (Ga8x3 5 b AiS dinjo )8l

ALid 45 S5 Caipd 43 33,5505 e Y30 Sy
A58 daw J HeNBI &S ole p3pe Sl
)15 3929 A (ldaw ¢yazzatd 45 IS 05

l JSike 2l (i p3 1 Lo (IS b 47
e )93 (S ) JShie g Ddlga 4 @yl
q@iSae (S35 ghgdl )> g poley JUe
dw @Bld 50 9 pLiud 9)395 93 Wilal Joli
doldl yhtyy (S3il) 4 g iloid g8 o a5
558 Lo (92 39450 (5450 Si)d 5l (12l a0
Gl Sy . awl G lunad (gly &5).0 S (50
> wdlisn Glasl hledgs glp &5 (S U po
Gl (gdan Wie Jlo axians (9)45)> &lg
J> )3 092 SE250 U9)S I GaL )5 9 s
%) (s . Dloads Jubaei o)lS 5 oSyl
) daw S8l o Juksi a5 (ol jl a2 locusg
Sy gl B jl &S (> )> 3iS (50 ()ly>
daw LU Gdlo 1 8 L .cawl 638 Glas
23 03 gz dlawlio ol jl a2y &5 a0
)5 3929 day 3)90

AlgS(0 3,8 4 (Rl )bl 4y (g)liicl (gao 2
3519550 Ladb 45 3295(-0 SGb 9 3,55 alg ST 51
Foo ctuopVe Sia il ke oy S, Yo
21350 0S50 plg &5 (g)ldie LMoo b o)d
lads a5 3)9ke dan 5 jl 40l doy SO L
S bzl g9 )l S Rl P S predl )
45 3950 dz>gio g LS adly)d |y plg AlgS 0
QIS by 1y plg g (6)laays dobdasy Llgs o0
il dan SO (po @ 39550 dan CSyib @
h Sy pezid 39> po b &ly )> o
9 3550 ) Gy dolog> (50 haid WiS5a3 pu



P Saanyy oo Cosadl 9 6oL 5 Ladd (7))
GBSy b dunlio 3 (Sl dow (GlowSyi

feumz o2y
GOl 4o CSyid dunlin Y135 j oS @iS(50 S
092 prwd ol 130l )3 Lo 2> sleSyw L
CRO (> a5 Caunsd yidin Jw 93 (55 (prad
Sldticl (po a5 03 (ol dan ES)W )
oled )3 aSh o S, )Y lis G p)ld
0)2Vb g 1)l )lislw Hlade 4y a5 (loylojlw
ols o lai> 1L A0 plssl (S )
ool (4T 1L a5 (pl jo @ 3Bl aibly 399
Sngy apppra Simgh 231y caibly il 392
Gz of 32D 9 (5w ool indlgs lojus )
O Yl doy glocaSyin Lo ) .auwl s (gjlw
2 1) )5 ¢l eslidl L g dipdlys (us Wygo
oly dl>yo 53 j9id Lo (yhl )3 Lol . 2i3 (10 el
daw (SLOCSyib 5> Sauy) Coyde 3Ty (55l
Sl g 4 3 Ld ) a5 puiwmd
20 g 0Ll L g 35,1381 05 £3gun 50 plzl
o2l oo .l o3lian Glasl (ol e o)l
390 )3 Vool dan Casivo 9 dan (SleiSHw S
0l 9o . s 0)llS 9> Sy gy o

L g W50 LS |) HIGAW b DI 0 HiaolS
Sy a5 (585b 5131350 455 b395 53 aS (il
@9dio oSy o jl 2L & ¢l j2 4 aow
Caaad Caw)d Llgih a5 T2y JaSiis Syidino
Loy L a2 (49395 oyl 2 @ IS (535
01 6N -l dg2lge e Y515 )3 (6500
Giw)d @ Godio &5 bl Vlgise 3)lge
8)L93 |y U392 (SloSuny) by 1ok 015 JaSuis
Caw)d |y (D395 Sy (A .2 03,55 Jdiiio
G 6313y, 3o (IS gl yindigy B )5
9 Wb 63,5 Copre Cawyd ;03 sz g
(2 390 (S (gl lus Hl>d 4edd S
Jdo S don (goeSyih 5> a5 @9%) ol (50
oolojls H505 Jio SO po oglojls )d Cauwl
o)l 3929 gl o5 (loSun) b bieub
Obgy Nz of jl G52 9 Mbl 03)S (lwliih g)
03,5 Jdiio b 3594 6315 plovl g) Sy Caayi o
Uidis Ll b aiS YeuSaio o5 ol b il

A plsol 1L ) 5 Bais ol G50 g 3iS

6Pooling
7Metigate




Caapdo 8j9> Whaad 9 JuSl )51 yoga 3
O¥le jg) 42 9 aalllae g |y lie 42 Sy
S ualoyd 0 3lgidins0jem (il ylaioddNlecs eyl
G ol b olio (VI 45 Sy Gyt
CdSud Cawd (pl 5l g (RS Hd Wlxawo
0 .RIMS awl @ (glaxdao iime claisl
o lall (o pazol Bgs (S0 a5 (al aslal
¢yl HUS )5 .CAS Jlie lgic d «3iimd Sy
) ) 30 dito) )3 3)13 3929 (DS
Sy Cpde dinoj )3 (paadi ©)go 4 oS

A daw 8592 )3 o g Ao

Ol @ Job 3 1) 395 3p9liwd (1)5e¢e
TABI 50 42 395 CaodS g Jmazs

)3 ESyib (lp i Jo (R 3z &S Cund p)bl>
gy 08 ol jl 2)15 )3 w590 6)93 S
392 diidgd Cawlg>)d 00 2546 )3 0392 83)5 )
L (30 ) lunl dawy tuiuo )3 0)l> Cauwgd a5
h ol 9 ol @ 50 9 050 L G2 eoy
3Ll as T 3o )3 3o @65 (505 .2 (sbjgael
Wl Iy a5 (Sliwgd )9y 9 JWDI 9 31>
lgise Lol @adaw) 313 pldil (6)9)) il
G GBj9eT a® (10 39l yiage @95y
P S R pale g e &l cuwl
Ll @iy (el cadgive

SSiSS (ylagils b i S (53)90 53 )51 >
315 Pgaaay 951 dpis lblie 9 oS1 daw

Awloydy
9 eI> Gye 951 dan 0SS 4y Capnss 18lg (0
Q09I Aoy Sy )3 45 ) a1 (6 pu0 S VI
035Ul (glovazn jl g plad by g o)l w90
daw Camiwo 03] @iS(50 )58 g Jiiud 95| day
Loz g 393 wlgs 951 8aSuisly (glovazy Ll )
Lolgs ,Lis] )3 1) (ol (sellils g Cunlio

1> Caaitdgn (59l (gl 9 85

S @ (0 )b b 395 (4 I S )@ &S Cuwl
3 Sy C 30 aS (ol 1315 (SIglatie cadislsys
i 303 Ll 2L ()5 42 88 daw Sy
Al 892 (3l 5> a5 (SHliwgd L sy (uas

oSy U s 5 SO LAS e o5 3yl
QMo lgway Wldie g 3l azgi o
bid o> ;0 sl 35 (58 oSy,
T dg) 355 laizln (gjgw BT XiagS (50
32 @ dap SSHd &S Gl ) G e Jadl
SoSaw) L )ls 1) (59528 (sloSuwn) 45 2
85 Gl Jio Lo Sy causl alge @0 Lo
a5 A5 458,53y ¥ (sibasd WiosgiaS
Slgiize il b 63135 ploil 1y (ienyd (5135
9 G paw JUo plgic 4 &5 2ol (oS
9 M (Jlo iz il )50 epl s lgil
Ohal )3 Yo 3L 530440 Llgie e (T wley
oly 1ail )> Sl Vol (yo 125 4y Sy Cagyido
0920055 Yol Cuaws ) 3950 2 Lizaub 9
S GHidie (5008 9 Sy 4 dew locSyd g
Blgh a5 (2] 093 . Jwy Sy 30THS Cupdo
3> L3> )d a5 (Gaz o A5 'S)le g &lg )
P dlaz 511335 (gjlw o3y ) T 9 338150 G451
Al dioj ¢yl )d eslatinwl Jl> ) a5 (glo)ljél

S eslasiwl |

O Lodd y5 51 32390)3 45 | illlao 4y 4293 b
Tluuns2> day LSy 53 Sy 5230 S didabg
&S Eino b dan S S CRO S e
PRIV 235 Jlio Laid oS (33T (oo Wio
Goy9iS yiS1 )3 )ls did > dad L3> )3
iS50 )5 (52 0)15 PLIT ()1 dusiv 4Ly dsuwgs
S0 Capde 9 poloSu) 0)l> g Gisy
i Uiklas g wamd JSis 4z 4y bR
9 Caatsd )40 42> &) CaSyid (2l 3)lgo Cawd (0
50 03 L ol )3 | 3)lge pled 32

8Benchmark



Risk Control of Crypto-Assets and Blockchain Technology

z4l Mohammadreza Afshari

Bachelor degree, Insurance Management
mrz.af00@gmail.com

ABSTRACT

In a digital economy, the phenomenon of crypto-assets recently received considerable at-
tention. The article describes in more detail the features of the functioning of crypto-assets
and blockchain technology, identifies their inherent risks and proposes a mechanism for
managing these risks by incorporating crypto-asset risk management units in the culture of
risk management.

Key words: bitcoin, blockchain technology, crypto-assets, cryptocurrency, risk manage-
ment, smart contract, stablecoin, token.

1. INTRODUCTION 2. CRYPTO-ASSETS
Dynamic changes in world processes, espe-  In a digital economy, the phenomenon of
cially in the virtual economy, create prob-  crypto-assets recently received considerable

lems for the national security systems, in-  attention. Until now there is no established
cluding the financial and economic security ~ definition of crypto-assets and they are of-
of the enterprises. Crypto-assets are arecent  ten called crypto-currencies. Crypto-assets
phenomenon that gets a lot of attention.  potentials can be described as digital units
However, their specific risks, as well as the  that are created and transmitted by users us-
risks of the blockchain technology, have not  ing cryptography. Cryptographic assets are
yet been studied in detail. digital assets written in a distributed ledger.




They get their name from cryptographic se-
curity mechanisms that are used in public,
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Figure 1 Classification of enterprise crypto-assets

The fundamental aspect considering the al-
location of basic crypto-assets — Bitcoin and
Ethereum, is that by many features Ethere-
um should lead the list of platforms, but its
presence in this class is due to the fact that
it still has special properties. Ultimately, in-
vestors should convert almost any crypto
currency into bitcoins or ether to buy other
coins. While Bitcoins and Ethereum differ
in many ways, they combine high quality.
There are many convincing arguments in
favor of the fact that “bitcoins are the core”
and they should have their own class, but we
believe that, these two cryptographic assets
combine a special dynamic in the market.

Stablecoins, this type of asset exists to en-
sure stable cost savings. Currently there is
one big player in this class— Tether. How-

ever, everything may change soon. Already
there are several projects aimed at applying
different methods to achieve the stability
of the price of the coin. This is a new and
growing asset class.

Token is a unit of accounting that is not a
cryptographic currency intended to repre-
sent a digital balance in some asset. In other
words, serves as a “substitute for securities”
in the digital world. Tokens are records in a
register distributed in a block cache chain.
We offer such distribution of tokens by
signs:

- Service tokens perform some useful func-
tions and serves as a means of calculating
and interacting in any application. From
platforms, service tokens often differ in that
they are on a third-party block and depend



on it. The value of service tokens depends
on their usefulness, as well as on how much
a person uses a program or application to
ensure the operation of which service to-
kens are used. The greater the need for to-
kens, the higher their price.

- Investment tokens are tokens that are pro-
vided with a tangible asset. These tokens are
similar to stocks of enterprises. Their value
is provided with material assets of the com-
pany and for this the company is constant-
ly undergoing an independent audit. These
markers fall under the law “On Securities”.

- Crypto-goods are tokens that provide their
issuer with goods or services. computing
power is an example, if the company is en-
gaged in mining. Tokens related to crypto
products are usually on a separate blockade.
Their cost depends on the price of the goods
or services they provide. From investment
tokens they are distinguished by the fact that
cryptic goods do not pass mandatory audit
as investment tokens, their price is rather
conditional and is determined by the mar-
ket. They also do not fall under the law “On
Securities”.

- Application Tokens are tokens that serve
to organize the work of a particular appli-
cation. From service tokens, they differ in a
narrower direction. Service tokens can work
as part of multiple application interactions,
application tokens only work on one appli-
cation. Their cost depends on the usefulness
of this application and how much people
use it.

Platforms at their base implement smart
contracts and support them. Due to this, on
the platform you can create various proj-
ects and programs that allow you to use the
created smart contracts for various purpos-
es. Smart contracts are required to transfer
and store any information, including in-
formation about financial transactions. In
this case, smart contracts can be used as a
payment system or other financial instru-
ment. This may be information about var-
ious transactions and contracts concluded
— registries, such as the copyright register,

the registry of property rights or the regis-
ter of public services provided. Smart con-
tracts are transparent. Information stored in
smart contracts is easy to track, it cannot be
removed, changed or falsified. Crypto-as-
sets are sometimes referred to as crypto
currencies, because Bitcoin’s cryptographic
currency appeared first and for some time
was the only cryptographic asset. The first,
still the largest and one of the most famous
crypto-assets is Bitcoin. Bitcoin was creat-
ed in early 2009 by an unknown person or
group hiding under the nickname Satoshi
Nakamoto. The reason, as noted, is dissat-
isfaction with the dominant financial sys-
tem after the financial crisis of 2007-2008.
Technically, the concept was based on pre-
vious innovations that were already known
to computer scientists and cryptographers.
After Bitcoin was introduced, new cryp-
to-assets were created in accordance with
similar principles, such as Ethereum and
Litecoin. Over the past years, the number
of crypto-assets has grown rapidly and now
exceeds 1500 units.

It is worth noting that the proposed clas-
sification is not final and may and should
change with the development of the market
of cryptographic assets: to supplement, ex-
pand categories, exclude them, etc.

3. BLOCKCHAIN TECHNOLOGY

Crypto-assets are usually based on what is
known as blockchain technology. Block-
chain is composed, as the name implies,
from a chain of different blocks, each block
consists of several verified transactions.
Blockchain can thus be called a digital sys-
tem that stores all previous transactions. Be-
cause there are many different Blockchain
crypto-assets, there are also many techno-
logical variations, but Bitcoin is the oldest
and still the largest cryptographic asset, and
so we decided to illustrate the work of the
block circuit based on this asset. Most oth-
er crypto-assets operate on the same lines,
even if there are some exceptions. For clari-
ty, we will show the Blockchain technology




on a practical example (Fig. 2).

Blockchain technology is easier to de-
scribe through the implementation of fi-
nancial transactions with Bitcoin. Bitcoin
is a decentralized system where users make
nodes on the network. Payments are made
and new crypto-asset units are created by in-
teraction between the users themselves. The
system operates according to a number of
rules, the so-called Bitcoin protocol.

Each user and owner of Bitcoins has a
couple of public and private keys, which
is generated randomly. The network verifies
whether the subject has money (bitcoins)
and verifies the transaction through a public
key. Transactions form a consistent system,
and the very mechanism of merging trans-
actions into blocks is called “blockchain *
(literally — ““chain of blocks™).

In the blockchain algorithm there is a math-
ematical hash function, which takes 10 min-
utes to calculate, and a fraction of a second
for verification. Calculations involves the
“ power of many computers around the world:
who first calculates, receives a reward of

12 Bitcoins. To validate a transaction, it is
necessary to collect 6 confirmations of the
correct function calculation, after which the
transaction record falls into the distributed
registry.

In practice, the world of crypto-assets has a
hundred innovations each month, with new
products that combine various features of
cryptographic technologies and distributed
logs (something like a book in electronic
form). Nevertheless, we believe that it is
possible to roughly classify the world of
crypto-assets in those representing the insti-
tutions or assets most prominent in curren-
cies (cybercurrencies) and those networks
for future services or payments (ICO). Fi-
nally, there are cryptographic service pro-
viders, through which crypto-assets can be
exchanged against each other and against
real currencies, and suppliers of purses that
offer brokerage services and simple ser-
vices, such as cryptographic keys. This dis-
tinction has significant implications for risk
management, regulation and supervision.
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3.1 Mathematical foundations of Block-
chain

The fundamental parts of Blockchain are
cryptographic algorithms. In particular, the
ECDSA algorithm is an Elliptic Curve Dig-
ital Signature Algorithm, which uses elliptic
curves and finite fields to sign data so that a
third party can confirm the authenticity of
the signature by eliminating the possibility
of falsification. ECDSA uses different pro-
cedures for signing and verification, con-
sisting of several arithmetic operations.

The elliptic curve over the field K is a cu-
bic curve over the algebraic closure of the
field K, defined by a third-degree equa-
tion with coefficients from the field K and
a “point at infinity”. One form of elliptic
curves are Weierstrass curves:

For coefficients a = 0 and b = 7 (used in
Bitcoin), the graph of the function takes the
following form (Fig. 2) [8].

v:=x4+ax + b

Elliptic curves have several interesting
properties, for example, a non-vertical line
intersecting two non-tangent points on a
curve will cross a third point on a curve.
The sum of two points on the P + Q curve
is called the R point, which is a reflection of
the -R point (constructed by continuing the
straight line (P; Q) to the intersection with
the curve) relative to the X axis (Fig. 3) [9].

5

=5

Figure 2 An elliptic curve

=

Figure 3 The sum of two points on the
curve

If we draw a straight line through two
points that have coordinates of the form P
(a, b)and Q (a, -b), then it will be parallel
to the ordinate axis. In this case there will
be no third intersection point. To solve this
problem, a so-called point at infinity (point
of infinity) is introduced, denoted as O.
Therefore, if there is no intersection, the
equation takes the following form P+Q=0.
If we want to add the point to itself (double
it), then in this case the tangent to the point
Q is simply drawn. The resulting intersec-
tion point is reflected symmetrically with
respect to the X axis (Fig. 4).

10

Figure 4 Double point




These operations allow us to carry out the
scalar multiplication of the point R = k *
P, adding the point P with itself k times.
However, note that faster methods are used
to work with large numbers.

In elliptical cryptography (ECC), the same
curve is used, only considered over some fi-
nite field. The final field in the context of the
ECC can be represented as a predefined set
of positive numbers, which should be the
result of each calculation:

For example, 9 mod 7 = 2. Here we have
a finite field from O to 6, and all opera-
tions modulo 7, no matter how many times
they are carried out, will give a result that
falls in this range.

All the properties mentioned above (ad-
dition, multiplication, point at infinity) for
such a function remain in force, although
the graph of this curve will not resemble an
elliptic curve. The bitcoin elliptic curve, y?
= x3 + 7, defined on the finite field modulo
67, looks like in Fig. 5.

“ This is a set of points where all values of x
and y are integers between 0 and 66. The
straight lines drawn on this graph will now
“wrap” around the field as soon as they
reach barrier 67 and continue from the other
end of it. while maintaining the same slope,
but with a shift. For example, the addition
of points (2, 22) and (6, 25) in this particular
case looks like in Fig. 6 [9].
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Figure 5 Bitcoin elliptic curve defined on
a finite field modulo 67
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Figure 6 Addition of points (2, 22) and
(6,25)

3.2. ECDSA in bitcoin

The Bitcoin protocol contains a set of pa-
rameters for an elliptic curve and its finite
field, so that each user uses a well-defined
set of equations. Among the recorded pa-
rameters, the equation of the curve (equah
tion), the value of the field modulus (prime
modulo), the base point on the curve (base
point) and the order of the base point (order)
are distinguished. This parameter is chosen
specifically and is a very large prime num-
ber.

In the case of bitcoin, the following values
are used:




The equation of an elliptic curve:

Simple module: 22%%— 232 - 2% - 2%- 27 - 25- 2% - 1 = FFFFFFFF FFFFFFEE

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FEFFFFFE FEFFFC2F

Base point:

04 79BE667E FIDCBBAC 55A06295
CE870B07  029BFCDB  2DCE28D9
59F2815B 16F81798483ADA7726A3C465
SDA4FBFC OE1108A8 FD17B448
A6855419 9C47D08F FB10D4B8

The bold font is the x coordinate in hexadec-
imal notation. It is immediately followed by
the Y coordinate.

Order: FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFE BAAEDCE6 AF48A03B BFF
D25E8C D0364141

This set of parameters for an elliptic curve
is known as secp256kl and is part of the
SEC (Standards for Efficient Cryptography)
family of standards proposed for use in cryp-
tography. In Bitcoin, the secp256k1 curve is
used in conjunction with the ECDSA (elliptic
curve digital signature algorithm). In ECD-
SA, a secret key is a random number be-
tween one and an order value. The public key
is generated based on the secret: The latter is
multiplied by the value of the base point. The
equation has the following form

Public key = private key =

This shows that the maximum number of
secret keys (therefore Bitcoin addresses) is
the final and is equal to the order. However,
the order is an incredibly large number, so it
is unrealistic to accidentally or intentionally
pick up another user’s secret key.

The public key is calculated using the same
doubling and adding points operations. This
is a trivial task that an ordinary personal come
puter or smartphone solves in milliseconds.
But the inverse problem (obtaining a secret
key publicly) is a problem of discrete loga-
rithmization, which is considered computa-
tionally complex (although there is no strict
proof of this fact). Best known algorithms for
its solution, like Pollard’s rho [10], have ex-

ponential complexity. For secp256k1, in oré
der to solve the problem, you need about 2'*
operations, which will require a computation
time on a regular computer, comparable to
the lifetime of the Universe.

When a private/ public key pair is obtained, it
can be used to sign data. This data can be of
any length. Usually, the first step is to hash
the data in order to obtain a unique value
with the number of bits equal to the bit ort
der of the curve (256). After hashing, the z
data signing algorithm is as follows. Here, G
is the base point, n is the order, and d is the
secret key.

After receiving the data and signing it, a third
party, knowing the public key, can verify it
as follows:

ECDSA security is related to the complex-
ity of the secret key search task described
above. In addition, the security of the original
scheme depends on the “randomness” of the
choice of k when creating a signature. If the
same value k is used more than once, then the
secret key can be extracted from the signa-
tures. Therefore, modern implementations of
ECDSA, including those used in most bitcoin
wallets, generate k deterministic based on the
secret key and the message to be signed.

4. RISK MANAGEMENT OF CRYP-
TO-ASSETS

Society believes that it is impossible to stop
technology development in our digital age.
Thus, enterprises should be far-sighted and
think about the use of crypto-assets in their ac-
tivities today. First of all, it is necessary to rea
view the existing risk management culture at
the enterprise and integrate it into risk managen
ment of cryptographic assets. Management of
most risks represents a culture that consists
of certain stages. Rigorously generalizing the
risks of crypto-assets, they can be attributed,
first of all, to information risks. In this way, we




propose to manage the risks of cryptographic
assets as part of the risk management culture
in the enterprise’s economic security system.
That is, it is necessary to incorporate into the
culture special blocks that will help manage
this type of risk (Fig. 7).

1. Identification of risks

W

2. Analysis and prioritization

!

3. Minimization of risks and reporting

!

4. Maonitoring and review

a cybersecurity specialist, and in addition,
he or she may be a specialist in risk man-
agement. The cryptocurrency market is un-
stable, as it is at the stage of formation. It re-
quires special knowledge and skills that are
often incomprehensible to beginners. And
while high volatility may seem attractive to
investment, there are numerous risks in this
completely new field

5. CONCLUSIONS

In practice, the world of crypto-assets has a
hundred innovations each month, with new
products that combine various features of
cryptographic technologies and distributed
logs (something like a book in electronic
form). Nevertheless, we believe that it is
possible to roughly classify the world of
crypto-assets in those representing the insti-

The proposed adjustment of the culture of
risk management due to the risks of cryp-
to-assets as you can see, the specifics of cryp-
tographic assets impose their limits and limits
on the culture of enterprise risk management,
so we recommend starting with the hiring of

| Because of the

. specifics of the
i guardian object,
Exchange news, appeint a.cy e
il official statements, SEC[{”W
: specialist

| analvtical reports. etc. i
i Development of an individual risk .
i map (should include only the risks of |
‘ cryptanalysis :
. Development of passports of risks

for all zones
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tutions or assets most prominent in curren-
cies (cybercurrencies) and those networks
for future services or payments (ICO). Fi-
nally, there are cryptographic service pro-
viders, through which crypto-assets can be
exchanged against each other and against
real currencies, and suppliers of purses that
offer brokerage services and simple ser-
vices, such as cryptographic keys. This dis-
tinction has significant implications for risk
management, regulation and supervision.
The purpose of this study was to describe in
more detail the features of the functioning
of these technologies, identify their inherent
risks and propose a mechanism for manag-
ing these risks.
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Abstract

As we face a staggering increase in the number of insurance companies and agencies in
today’s world, the pace of progress and efforts to increase competitive advantages and be
chosen by customers in the insurance industry has increased dramatically. However, exam-
ining the success factors of international insurance companies, which are at the forefront of
the industry globally, is a great way for smaller companies and agencies to understand their
weaknesses more accurately and/or find innovative and various strategies to develop and
work on different aspects. In this context we look into 7 characteristics of Allianz insurance
company that all together made them #1 in recent years. Although each of these traits can be

, discussed and written about in more details, here we will take a brief look at each of them.

Introductio

These days there is an extensive competitive
atmosphere between insurance companies.
Everyone tries to empower different aspects
of their business so that more people would
want to use their products and services.
whether working in an insurance company
as an employee or leading various parts of
the system as a chief executive manager, It
is essential to analyze and study dominant
companies in the market (here specifically
insurance market) and their operating sys-
tems, bring their strength and comparative
advantages under the magnifying glass,
search for origin and reasons so that we can
exactly know “what factors and elements
each department of our company lacks” or
“what aspects must be empowered to grow
our company continuously”’; even after that
sometime wholly new targets will be set in
short run or long run for different firms of
company.

moreover, while questioning success fac-
tors and getting informed about the path to
reaching those results, one can find new in-
.novative development strategies
Here we discuss some of the most effective
traits and features of Allianz insurance com-
panies as one of the most successful and
greatest insurance companies worldwide.
why Allianz company?
Between all successful insurance compa-
nies becoming the #1 insurance globally for
years in a row even during pandemic times
(2020) and also placing on the Top 40 Best
Global Brands list (Interbrand’s Best Glob-
al Brands Ranking 2020), was a significant
sign that this particular company fit the con-
cept of this research the best and can be a
successful model.



Characteristics:

1-Visions

According to researches the first trait and
backbone of a successful insurance compa-
ny and its various firms is having a simple,
short, specific vision which leaves nothing
open to interpretation.

visions reflect and support the business strat-
egies, differentiate from competitors, res-
onate with customers, energize and inspire
employees and partners and precipitate a
gush of ideas for marketing programs. With
no vision or a superficial one, the brand will
drift aimlessly and marketing programs are
likely to be inconsistent and ineffective
Allianz insurance company’s vision as they
announce is: “Making every endeavor to un-
derstand all stakeholders and address their
needs in a way that is sustainable for the
businesses and for society. Through knowl-
edge and experience, being in a unique po-
sition to help individuals, communities and
businesses, manage and mitigate risk, pro-
tect their assets and invest in the future.”
also in short phrase: “living your life with
confidence.”

From the very first, announcing their vision
confidently to everyone worldwide indi-
cates how much they care about being close

- m m Em Em O Em =

and honest with all the people and not just
their customers.

secondly the vision statement’s key is “fu-
ture” and “confidence” that unconsciously
gives the sense of hope, safety and brand’s
trustworthiness to costumers and everyone.
When done with specified visions, achiev-
able long-run and short-run goals are the
next traits to be between the most successful
insurance companies of the globe.

2-Goals:

the company final purpose is the same as its
vision “securing Future.”

Since 1890, all over the world, Allianz have
been working on this goal to be not only a
statement but also put it into actions:

“we try hard to secure people’s lives and to
give courage to our customers for what’s
ahead. We are actuaries, advisors and ser-
vice agents; engineers, lawyers and tech-
nology experts; we are daughters and sons,
mothers and fathers; accountants, investors
and entrepreneurs — and together we are
shaping our industry. Because we know
how important it is to have a fair partner at
your side who provides solid and sustain-
able solutions, we strive to do it right — with
passion, every day.”

Looking at these words, one may think of it




as a simple advertisement, inviting people
to use their services but massage behind this
text are deeper:

-pointing to the main function of insurance:
safeguard against worries of every individ-
ual in life for future, i.e. financial losses and
unforeseen disasters that cause anybody to
take a step back and not forward in the path
to reach whatever we want in life or some
severe cases changes one’s life wholly.
-Providing services and products for every-
one and anyone with whatever career or re-
sponsibilities.

-A promise to be a partner in hardships, giv-
ing solutions and helpful services and not
just money to start over and come back to
normal life after the problem just like what
it was before it.

-Every single action and endeavor of all sec-
tors, firm and branches are following this
concept consistently.

3-Strategic objectives:

We all know that words, ideas and plans
“ without actions are nothing.

While without right Vision and Goal build-
ing and growing and standing out in the
market above other companies is impossi-
ble, without objectives and right strategic
actions no results will be gained.

For the case of Allianz, Strategic objectives
summarize in three steps:

r——___

ing company’s targets in terms of growth
and profitability as well as employees and
customer satisfaction. Moreover, in this
way the system can keep up with the pace
and doesn’t fall behind from both tradition-
al and new competitors like Fintech and In-
surtech companies.

* Transforming organization to be-
come SIMPLE, DIGITAL and
SCALABLE:

Scalable: scale here is not the same as size,

but it means reaping benefits from com-

pany’s size; being more than the sum of
parts. This means sharing knowledge, best
practice and technological assets across the

groups.

Simple:

focusing on what really matters and trying to
expand simplicity; i.e. reducing the number
and complexity of products and processes,
.and streamline the organization

Digital: we all live in the world of Technol-
ogy and “Digital” concept exist in every
aspect of our lives; now if a company in in-
surance market wants to be among the best
obviously it cannot ignore this fact and stick
to traditional ways and passively observe its
customers from behind the screen.

In order to closely interact and co-create
with the lead users (trendsetters in the dig-
ital space encompassing B2B & B2C cus-




tomers, startup founders, social media in-
fluencers, bloggers, payments experts, etc.)
and deeply immerse into their perspective to
formulate a winning strategy that taps into
customer’s digital ecosystem, company’s
team must attend developing digital strate-
gies workshops (within marketing and oth-
er cross-functional teams) which also ulti-
mately leads to foster and intensify positive
perceptions among young, internet-savvy
and price-oriented consumers through rele-
vant and innovative digital services

* Rebalancing portfolio:

rebalancing helps ensure the portfolio re-
mains in line with investing goals in spite of
market movements. It’s important to make
sure that the portfolio continues to support
company’s goals over the long term.

Before rebalancing the company must have
a vivid view of where it wants to grow both
geographically and in terms of new busi-
ness lines.

4-Having Implementation plan:

To facilitates the execution of a strategic plan
for a company or a project an implementa-
tion plan is a great project management tool
that breaks down the process into small-
er steps, making them more enforceable

Allianz implementation plan is: Renewal
Agenda

Besides these main traits there are also some
other characteristics like:

5-Great leaders and Expert managers:
management is the integral part of any ac-
tivity.

Successful insurance companies like any
other companies must have effective lead-
ers and managers who guide the employees
into a path of productive work, direct and
organize people and resources, ensure bet-
ter co-ordination and best possible positive
output in any field.

Effective leadership is equally valuable
throughout all levels of an organization,
from entry-level positions to the c-suite.

6- Constantly working on and Developing
Marketing and advertising:

To summarize marketing strategy of Allianz
analyses the brand with the marketing mix
framework which covers the 4Ps. There are
several marketing strategies like: product
innovation, pricing approach, promotion
planning etc. These business strategies,
based on Allianz marketing mix, help the
brand success.

7- Truly customer-focused and custom-
er-oriented:

(Putting Costumers First and in Center of
everything)

Insurance is all about a contract between
two parties: The insurer and the insured.

In return for the collected funds from in-
sureds, insurance companies provide pro-
tection and pecuniary indemnification in
the case of the materialization of a risk—in-
sured event, which is precisely defined in
the insurance contract and insurance policy.
Based on these characteristics of insurance
activity, it can be concluded that the product
of the insurance industry is a service, i.e.,
that it is a service industry. Insurance ser-
vices have typical characteristics of any ser-
vice, as well as some others, distinctive for
the insurance industry. Indeed, the insurance
service is based on trust that a potential in-




Some Marketing Strategies of Allianz insurance company (7Ps):

-Product Strategy

-Price/Pricing Strategy

-People
-Process

-Physical Evidence

sured person has in the insurance company.
Some example actions include:
Trying to know and understand the target-
market and customers better (which also
leads to listening, understanding, and re-
.(sponding to customers’ needs
- staying in touch with customers (impor-
tance of communications).
- increasing the quality of the offered ser-
vices both before and after-sale services
(higher that customer expectations).

Conclusion

Allin all, visions, goals, strategic objectives,
implementation plans, great leaders and ex-
pert managers, constantly working on mar-
keting and advertising and being truly cus-
tomer-focused and customer-oriented are
seven examples of characteristics that every
insurance company can try to focus on for
further developments and standing next to
the most successful companies of industry.
Furthermore, what can be concluded from
investigating and analyzing these factors is
that, they cover almost every aspect from A
to Z; indicating that caring only about prod-
ucts or just customers cannot be sufficient
causes. Right skills, knowledge, resources
and sturdy structures within and alongside
every little components and characteristics
must be present and move together so that

-Place & Distribution Strategy

-Promotion & Advertising Strategy:

Sponsorships
Mobile App
Brand Ambassadors
Advertisements

being in the top positions universally is not
just a dream for insurance companies but a
reachable position.
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